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1. 929 E740] ohd A2

D UF A4 A5e AFBh
@ UF AEA 715 AF

® ol4o] B £AA T} Dojzi},

@ AFH E9 T2 HA A28 A

® s=dof Mg olge] by vimel Agol Ths

2. U5 5 dags TR Aol vkEA HA o] I AL?

@ FCFS : FIFOgta% 3l , FH|AE ol ol ZRAAE JolM A7 /M & =
M5 WA CPUol ddste] A7y, A2 o2 A AHF o] gr] Eoj 7 BT E
Ao g Melsh= 7

@ SRT : w=u]e) FolA 71ggar e Jobs FolA AgA|zte] 714 #e T2 AAE WA
YA 7= 71

® SIF AR wE ZeAss Ao um o 2w

@ HRN : Time Sharmg Systeme $3} 51‘?_5& Ho“il, 7J X—}‘ﬁoﬂ% Egeta #ZS A= Agel
el A = frel gk SIFe] @S 7fAst o
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WA= 17 F2AA T

Q@ F7= dmstEo] JJoer=r, A9-A Folk

@ dl=Eg = AFEAZE BHESE Aol ES Wos A A etal JorE, AREALY] A TS5 S
Stold 4= 9lt}.
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@ FAstels AFEeIA Delgls TEE AASHE Aelth,

@ EEES A7) 9ME B4 P dohjol @,

@ AFEHo| &A= EE+= 2327l 0]t}

@ TCP ®=%&= UDP XE7} ofH Mu]~E 3Fal AL LISTENING Zefol o] XEE= A&t
® EE AN A Azge] AopPe 2w BASEUE ST 5 Aok

5. thee el e ddeltt. o]F AEW AL mEAL

O =i A2TEE o A= A S,
AP 717] f1gk HHO R E AREE o .

@ DoSe| gk ¥Holt},

@ AFEAS] P T4 77 AZES O E AMEEA /\}*Q“X}«] Al=E"E o Al 5 .

@ AgEE AT EYOE Veonnect, Cgsioob 5°] ¢
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6. AFA FAE An wEAF AXE PATHO o= ®al A An de|27h Ao 3 A4S &
obyith. the<2 PATH A Ao|tt.

PATH= ./ :/bin:/home/userl
o] A5 (D)7 A (@) dedE el = ERolsted Wao(d. 1s)7} A8

d 7S FA Az,

@D @/home/userl @&
@ D/home/userl QFE(/)

@ D ./ @& A
@ O ./ QFE(/)
® O ./ @/tmp

7. Apache 1.3.12 o] % HHS AL o} ¥ A FE]=F A= Apacheo] H A
t}. b2 = Server Tokens TJHE|HE o] &3}o] httpd.confol] F7}al Fo]of
17?2

e
tio
M 1=
ek
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¥ ot

o b
X
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D NoVersion
@ Minimal
@ Prod

@ 0S



O gm0 psg Rl ax®IAE Fol A Adfolrt. ofof] i dow
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tlo
K

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 1 0.0 0.2 1412 468 ? S Oct06 0:05 init[5]

@D USER : ZE2A 2~ AGAe] 298] o]

@ STAT : &AA) ZEA|2=9 A

@ VSZ : ZEAA7F AFEEHE 9] I-NOE W&
@ TIY : Z2ZA 2 Aol gy

® COMMAND : zA|~e] o]23} Wl 2ol 2zt

9. Tt T Al2E 2 g gk A oR HiE AE AEAL

@D cron L& F71H o2 A5 AYE = cron TEIIH gk Zautd ol

@ xferlog ¥UL ftp AH]= HEo] B3 AGS 7158k o),

@ wtmp L utmpet #L oy FRE AMgEsta o, F=2 loginoltt reboot$} THEF
ARE T Ant.

@ utmp HLE AR ALgAY YAEE AFstE Aot} w, whoodt S HEHS E& A A}
|2 AE gotd 4 v

® dmsg Fd2> A|2=H FEAl TS & € WAAES 7|5 gdo|r}

O A=g Z2a GdE5S F1HoR BAA A dH 3 T4 A7 AAEAE 246k
ofell thA gt

@ AW B AWl wkEA g Aujs XEE 343 Al7)a B8 Aus FES
& H2AE AA R ot

@ A} o] FAX X FRAY L HebFe] S TR AZEdE A4 Fokd = §l
omz, ol thallA AREAt A FA 17_“4

@ <5 A TA4E 4] A <kx

® QFE] wpole| s Z2Ia9S F7]H S
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11. YMES A 2713 71 5 TCP 3 9
718k 24), FIN(AZ £8)3} o] E Z

=

URG(ZIH), ACK(Zel), RST(HAZ4d MAEA), SIN(HE =
Z Agad BRuE 2A0d 7Ee Felelr)?

@ TCP SYN =74

@ TCP connect() 2714

@ NULL 2704

@ SYN/ACK 2=714

® XMAS(ZL g 2vx Ed) 2909

12. v Heb A3 ek o tidk drol E¥ A7

@D COPS - &&5 SUID HE, fAYe, A3 5& AA ).
@ SATAN - HIE9=19] FH kS ol UEYA 2ot

@ SAINT - CGI # kA, DoSH kA, ssh A TS Fol+e LT olth
@ John The Ripper - A= A7 Z=Fo|t},

® Tripwire - clinet/server W2l o2 F2tslm I &3l EF-o|t),

13 Qe o xZaelol e Het 43S A4 U AWE J9g 19T + dhos F A
4% & gl ge o= A

@ e

® =24 SEgY

© AHE 5 A= AelE

@ HF T AA 7 Aol E
® AgrE ApolE

22 A|2aEo| A B 2 2y S AFSATE A A Aol WEE 2F13)r] 9| A
o oA 104 A7zt 'mytest' wE ZE1#

Q
]]]oﬂ'ﬁﬁﬂcmnWNETW%”?ngﬁ%

14. UNIX ==
cron EH|o]&
= T8 L

oo

@0 10 6 = * mytest
@0 10 *= * 6 mytest
@0 10 = 6 =* mytest
@ = = % 10 0 mytest
®0 10 6 = = mytest



15. AFEAZE A1) & gEdEe] YA AFA AdE = AR gde gEE I3 3r7tds
A AFAAE G719 227, 25 otherdl Al ¢17]19 7Medtes Fojsta Ay, 291 4
o AHelsfol ¥ &= umask®] A F o= AHAAI?

B

@ umask 133
@ umask 644
@ umask 022
@ umask 330
(® umask 033

16. & < #o]A ug ¢are

HN

o] o}d

Y

27
D FIFO : F719 #AXo 7k WA Sol9A 7H4 2
@ LFU @ AHE RIZ=7E 7H A2 HojA & wAsh= 7
@ NRU @ #H 2ol AFgakA] &2 oA & wAs= 7]
@ LRU © Aol 7P 2 WEd AGHA Fe dolAE wASE 7Y
® MFU : AFg W=7} 7hd 2 HolX S wAsts 719

UANE Ao S A SH= 7|

EEEE%

17. g2 AA wek Wy
D AFEAF 2P gk g%
@ SSL, PGPe} 7o 953 x=
O~
= =
@ PAEES o]&3le] 54 15 % AA HA&5S A,
A

© Mgl 7] EH oz ARgEA] B AR A

M e NI 7)%50] QU Email SeolAEY 9 Repe S o) gahi Al
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@ vYg 4 23HE TH
® =7 34

19. v 5 A 71 Aot | A AdEsiA L.

@ AzEe] A} BT HolA AzEe] Pd F dE AR Do AFHE 2
@ Y A9 JuE FAUC AgA4E AYete Wy

@ AFgAbet ALEA S Aol Ee] vl G SEA AgRe] RE AuE Fohils
@ W AzEelt AZEe] gL B A AIss AL )

® Azgoltt MEAZS] YA B3} A 2F FAAY FAA7E B9

20. A 7IHF W Mu] =9 BobS A3kA|7]7] e Al SSL(Secure Socket Layer)& AF&E <
T}, SSLeo] AA F2AAS Ao 9hA YAk A2

7b EEReldEE ISA7 CARFH MEdE Fad AJAE 24

L. ZetolAdE= FUH7](Public Key)E AREElA Y o destr]E W%E (RL, Http dlo]
HES dastal A5

t}. ZFo]dEE SSLE d53tE HolxE 2

2. AW E 8-S (RLY digh $9S SHo|JdERZNH e Ay g dssyE o] &3t

dzstel & SEoAEANA HE

ko A= 3N7E ASA e A SEtelAdEC Al AE

vk, AW = ¥ 7] (Private Key) & AFEsiA #E tiA tsstyl& wxgk URL, Http HlolHE

53}
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R R
O I I
O i i

@O Agell kg Aol had BE S A&t
@ TXAE AJ&Fo] i fAAE Ao

@ VE]A ARE e 243 §A4 ARE A,
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22. U < 7120 Z2ade oigk fEs Ex AN

R

tlo

O 71723 22a3e AFEAe] 7] HAE dpdw wolr HRE wi= Zo

@ 7121 TN ERo] Hulo] y%HT 7] 48 Y& AE 7)50] %

@ 21 9de Qoo gaEE AArR 3|7t B3t

@ 7122 TR AAGIA 3d regeditES A a3t KiD Vid 35S A AH =},
® 71271 ZRaRes A F gArE] FHaof g}

Aol M AR, 71d, N FAE
%(Secumty Ratings)< ‘?l“?i‘jr
o7 Fdn. s B F

23. NCSC(National Computer Security Center)T FFFE] A|2~H
Private Data®l W3 & H7} 7|02 tpem & wot
0% (2 5L WE 05T 98 TRV AL AT
T STANEE SNbE Udd 3Es 122,

=
o
_E_
o

@D Secure Network Management Trusted Facility Management

@ Discretionary access control Security auditing

@ Trusted path functionality Security auditing

@ Trusted path functionality Trusted Facility Management
(® Object reuse protection Trusted path functionality
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ZE5 AAhsle =1
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@ fcheck - 4 A AE o] MEF5F5 He7] 93 shell script =70, ¥e]ztel 7|



sele W o E EASE V50 Ae

AN =
@ claymore - cron H|E2 o]&3slo] AAFto R wAA~H] HE{FFE HAAS = T
® slipwire - 3}de] MD-5 algks vauste] HAE A5, ALEAA A o]& SA = 7]
0] o
=2

25. A28l AY BAL 2k mreA AY Fo Tzt Rxshs el dF 4n
AFse] 54 LES AgSHE TRA2 JUE I F o] A% IH A2BS 24T 1
?

@ stjude
@ TCP wrapper
® kstat

26. Theoll A A= #AZE 7 FAEE A7e A" A stuE 1EA L.

(1) U553 Het(multilevel security) (7F) Bell & LaPadula Model

(2) 524 (Integrity) (\) Het go]E7 (Security Labeling)
(3) A A K (Audit Log) (th) Covert Channel(H]E F =)
(4) A=A A o] (Mandatory Access Control) (2}) Biba =4

(5) 218]7d & (Trusted Path) (vp) siAY= WA

@ (1) — (W)

@ (©2) - (&)

@ (3) — (h)

@ (4) - (7h

® (5) — (vh)
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27. = AUA AZF FR Cas m=e) vtolye] wdoltt, o] gk dow Hed 7
o

-1 H A
\__?

[user@localhost test]$ s -1

total 20-rwsr—-xr-x 1 root root 13923 Oct 7 21:13 test
-rw-rw-r—— 1 root root 88 Oct 7 21:12 test.c
[user@localhost test]$ cat test.c

#include <stdlib.h>

void main()

{

setuid(0);

setgid(0);

system("/bin/sh");

i

D setgid A|2~El 9] ¢x1E 002 & AOZ Hol Race condition 71 FZAo|t}.

@ /bin/sh& HAA7]= Ao® Hol sniffing 7|H ot}

@ setuid A8 Fo] A7} 0o]ar HupdH npojue] oo Hmdo] 475591 Ao & Hol F
E Ags g et WEojoltt.

@ = ZAo7 Bol stack overflow 7]%o]t}t.

® main &9 HFHEH 7} void o] 2 E Format String Attack®oE H eIt}

28. FAFZH 77 (Common Criteria)¥ Hs X =23+ (Protection Profile)e] AW o= 2

g A2

O &&H7H71E Part 394 BT ZTzads 2Hdshs WS Alesta o

@ Bt e AMRS FdA-Ee-HEUES] o= ASseta .

© FRBEOALF] Jpdxiel JrpA7E B 2eade e 4 glew, ARgAE H7F Al &

@ EAL1Y-¥] EAL77}A19] 770 AlEA 2l H7b533°] TOE(Target of Security)d HEFS 98] A9

©® TTH7Ee dRtEd ) eyl T e A B B e Ao R A4 AR




D Muz AR F
@ W eMEes 3
® %7 34

@ AT whole) s

® Ezo| B}

30. Y52 AlzEoA Adgyd sdo] Agu A gka, A F owEele] dol JEE 57 ¢
d A stde] Ao sticky HIEE AEZT. A4le] AF 94 o]Fo] aaad W, W& F
sticky bitE AESH=S 3]7HaS Fofdd WHols o= AUV

D chmod 1700 aaa
@ chmod 2700 aaa
@ chmod 4700 aaa
@ chmod 6700 aaa
® chmod 700 aaa

31. oW EFAANA ofzet o] M LAV FAlM Z=ZESth. SIF(Shortest Job

First) 2AE" <aglFol dste] T2 A9 Ht t)7] A7 (Average waiting time)S T3F2}.
Process CPU Burst time (ms)
P1 9
p2 23
P3 3
@D 3 ms
@ 4 ms
@ 5 ms
@ 9 ms
® 11.7 ms

32. QAG peste] UF TeAAE 1t AEuAE 9ete] WEHojol & o =AY
W o589

@ ol A WA shpe] Zzazre] GAGGe glofof del.
@ AAGGel Besug shs ZEAse] Fqo] FaE VTN E oh Wik,

_l

QG o] g ALg LT HA wo} SojAof g,
SHE A e ZRAAE B QAT A0l Soid & ok,
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71 9

TCP2] SYN Ao tf
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1

LY
QL E

dopgel A 2aE F71A

j=5
=)

x
B

B

D AR

TCPe] NULL !

®
@
®

A A A=

ol
)

—~
fite)

el
;0E
Br

o}

W

A
N

ol

® 3389

@ 25
@ 21
@ 80
@ 161

< 7HAA

=
[}

AR A7)

=
K3

29

B
op

<d|A]> echo 0 > /proc/sys/net/ipv4/conf/all/accept_redirects

36. Tl MH A offe] dAel o

@ TAMU

@ Tripwire
@ ATP

@ Hobgoblin
® Crack

)

~
o

o

i

_11_

B-do s =1

@ Syn flooding



37. ZFAA Aol (Mandatory Access Control)oll A AF&38t= Aol Wi st 74 AA7E 4&
7182

@O &7} B E(Permission Bit)

@ A E5(Access Control List)

@ Bell & LaPadula 242

@ 93 71w A9 (Role Based Access Control) &=
® A+ P4 (Access Matrix)

38. INIX Al2Elol A th&9] chmod H o] A8 F9o 9 test19] 37} HE(SZY F&)E?

< A]>

% 1s — 1 testl

- rw-r- -r— -1 root user 2320 Feb 9 13:20 testl
% chmod o-r testl

% chmod g-r testl

@ 644
@ 244
@ 600
@ 640
® 744

39. HIFH AREA7E INIX 0SE AREshe= AWl 22%1(log-in)Je W =203k A& o
QX7 utmp, wtmp, lastlog ¢ =1 Fde] 7|F5H . 21 3ol digt W& 5 &4 22?

@ utmp T4 A HFHE AMESHL U= AR BRE AT}

@ wtmp FLS B AREAES 2O 2ok tigh JRE A YT,

@ dAANA 24 T2ER Ftete Aode 27 AEHA Fert.

@ wtmp L2 =g AeS Y& FrIHoR VS AHE AAT DUt .
® lastlog FDL A&zt 7H4 H =19 ARE A3

]2 ok Ay qe A§ 18
T%‘VM e Wes A & e ARE AFste] F7] Wil AYAs 21 9dd
Atste] z2bAle 715S AAstE L stk HAYAERE 20 S REstE WY F MY %
A Bk AL
O 21 3Ye 7Hee g o] o] e
@ #H=gk A7) divlete] 271 Hdo] A7]= U §FoE Al of g}



® 271 3de] AFS write only= Ao s},
@ =21 gdo Yy&s dostste] 7153
® CD-ROM 5ol 7|3l th2 A 2Ho] ¥z Wi},

41, T AWt Aadem g A% 280

<A A]>
EA e 2 Ao digk A 2 W 3 utjo] Frof gid =3, AT,
A2 AZE, B4 2 T 4 W] tigh F3hAd APS xgsie,

@ Intruder Tracing System

@ Enterprise Log Management System
@ Computer Forensic System

@ Honey-pot System

(® Intrusion Prevention System

42. 52 s A =Eo A SetUID, SetGID, Sticky HIES] A= Zd 327

@O Tl SetUID HIEZF AA o] AbEA= o= dE 4 gl
(Dﬂmﬂfkﬂﬁgﬂ%ﬂ 7777 ol AR E 'rwsrwerwt' 2 XA F T

@ SetUID H]EZ} A|E JJrO‘ o] Afxt fgto R s,

@ SetUID H|E7} A|E = o] Aoz A== A gt

® SetUID M E7} AEH = 9l o] IDo|t.

43. O& T WEolE HXAT

£ o

D Libpcap
@ Solarwinds
@ Sing

@ NetBus

® Whois

44, v T HZ ZEHE Ao 7 iy HES 5 = ARIE opd A0

_13_
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45. o Al2=E) A3ie] o]

@ chgrp
@ userdel
3 mount
@ fsck
® df
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SIS 17 o1 Za] Aol d 1l

1. TFTPel st Ao g SnfEx e AL 2

@D TFTPE= AF&AF 534S AXA g Zutz 94 3ddS A} A%
o]},

@ TFTP= Heki Ha @st vkl Auj27) ofyt},

@ Yy gle 32EVF BE onx = ¢lo] Eoof k= -2, TFIP7} &

@ TFTP Mu] 27} 37kd Al2=gle A 3 A|x="o|| tjsle] Fde A

® TFTP AB]2~%, TCP Wraper& ©]-83ste] IPHE=E A& 948 v 717,
AARstoay Hots #ste 4 .

2. U &, sendmail Z2EF| gt Aoz Suf=x] K3 FL ?

@ Sendmail> ¥alzle] E4E o]F& RFC1413: Identification protocolS ©]&3ke] gHeldtt},

@ “Received” &Tol= AA AR} Solz 4= Q).
@ “Received” @Y olli= sendmailo] &1t Wiz} W7} 7] =FH T},
@ “From” o= AR AR7} S0z 2= g},

® “ Fron” slelE WAL e T2E o] Fo] iz ek},

3. T < <hdsk I E TwE7] e WRo R SntEx] X

@O Cgi 2292 d ~2aHER 7458 2 Boe dadd 3s
@ AMY Cgi TEae] A AR 7552 Frh,

@ A WHoE Aol o= B ddrr AP},

@ CGI Z2 ] HA= At A&l Al 817tshA] s gho.
® § AW A2 ZEAAE FE Ao R AdstA| et

4. Ty < SMIP VREY W ofol it o= anpa A2 749
@ VRFY W&H ol AREAL o] 53 ojWld F47t AA A E Eds)
@ VRFY WHol= AREAL o] 53 oju|d FAE st delFs
@ VRFY ®Hol= smtp TREZ] AAGAS lal] = diolv.
@ VRFY W#o]= sendmail.cfe] EAE delF+ Yo},

® VRFY W&o]= telnet & o575 o5 EHolH.
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ot
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e



5. the 3 AT FaoE HA R e Folalst

52 (circulativity)

£ (universality)

A (real naming)
A=A (finality)

A 9% 7Fs A (successive transferability)

@
@
®
@
®

2o o mE o

AP é o,

T

6. o2l 71 BRG] dal FolF F Ax wek WAL HAdF A e F A AA
27 FolA BT F e Bk dhe] opd e Tl

@ Anonymous FTP H.¢F th & Anonymous AFEALS] FE UTJEEF | bin, etc, pub T HAEZ Y 4
AL} s de A e8] doF shrt,

@ Anonymous FTP H.QF th&2  $root/etc/passwd 3Ll A anonymous ftpoll E2 Q3 &S A|A
Ela=

@ TFTPRQE th & TFIP7F & 83k 49 A A s

@ TFTPH.CF &2 TFTP7} R8s Ao secure mode® 9 shr}.

® FIP= Al o2 Bl FHop S 7HxaL glerm e sfx]= WIHs] A gshA] =t

DIDEA ¢33}t dare]FS o]&ate] ¢
QA7 24 12881 E 7S AE-3hc)
@PGP= HIAA AT 7s e A dgt.

@IMAZEE WA S wow 2o v S o] &M AATE HE),
®FA A= TS Ao A s},

8. &L sendmail 8.99)4 AM&sl= ‘AA A dlolElu|o]l A~ (access database)’ o 3k A
ojty. &ntEX] gk Ze FSllv) ?

@ cAAz doleElel s & ol$FORA HAANI} Y RO RRY ot UGS W
[e]

@ ‘A2 dolguo]lx’ 3L sendmail TEIIo] A AT £ = BAE )
obd DB dHl= A sk o] .

@ Sendmail®} #o] HIXEW = makemap o] T RIWE HAE 2o udS DB AR W
S

@  AAMx dolEHol~ e ‘spammer@spam.com REJECT” €] ©]w]&= spammer@spam.com®l] 4]

_16_



o= WIS Adsee ouolt},
@ ‘Qﬂ/ﬂl_}l EﬂO]EWﬂO]Z:’ LHQ ‘Spam.com REJECT” -‘ﬂ Sﬂﬂ]}—‘:— spam. com -Il:«uﬂ?loﬂlﬂ o D‘ﬂ
d = JdF = AddtgE on|o|t}.

9. S/MIME(Secure/Multipurpose Internet Mail Extension)S 7] HAA}$-H HOMA|AHIo] FAH

1l

QL PEM 7+&e] 5314, PGPe] w2 wobd 3t 7]E Al&agate] Fite] golshA] @tk He Be

7] 938l IETFe] 2159l A RSADSI(RSA Data Security Incorporation)® 7]€S 7]HbEo =2 7))
Wbyl A9 Heko|th, S/MIMES] @8kl dh= 37 ofd A2

,d
)
e o

off 1o o2 X u%
oX L, ox ol fol
~

o

ox O o
R

ACANGC

GECHTNCNG)
b
o

L
i (L folr

N
-

10. S-HTTPE] B dHeele &+ 7ot olo] Wt do &4 @& e ABEAL

@ SHITP WA el ol Qe ulgel #32 tehils dels) ol gd Aual 45 TAS
vhehl= ehelol o,

@ 4% dtEe gE x4 volHe Hely AR WAL e,

® AR A% R EF @ delEst Bad e JuE BAB

@ W AP W A A9 A8, GBS A8, ABI 4EH LF olge] sbsat.

® WEA A9 GEEI} o gH oo @

11. T3S XML BEote 33k ygolth, 5 A2

O 9AE AEe A&kl SOAP & E
@ XMLol A AFE-¥ HolElE H3E3 o]
@ XML& ARgzbell tisk Q15THe AlF-gtr),
@ XMLl A= 7129 PKI 718 22 o] &
® XML =A9] dzst 7)o AlFHt.

12. MySqloell Al GRANT A& A=

< &
21t thy oAl e A oR gutEx ¢S A

GRANT SELECT (title, authirID) ON Library.Book TO andy;

_17_



@© andyehi= AREAMA Al AgHS Fo g},

@ Libraryghi= dlo]EjHo] 2ol Q1= Book Elo] & Hto] 7Heslth

@ SELECT ez Hlol&dl sl volHE ¢S 4 sl ddol.

@ Library2H= dlo]EjHlo] 2ol 1= Book Elo]EolA titled} authorIDoll thdk SELECT #H3-S

o gk},
(5 SELECT AAF-S o, HolE, dolgu|o]xo] HZo] 7153}T}.

A9y

13. X.500 Q1A V39 7} "o th3t tpg A T A Fe AHAL?

(D Signature Algorithm Identifier: CAZ} S1SAE A H3el7] $ste] AME3E dadaeEls Y
@ Issuer Name: 545 wraslal A3k CAY

@ Valid Period: 1547} a7 713 AW, Fa7IZEo] A
@ Subject Name : 149 AfFAHo RN, AFA FI7]
® Version : Q154 P29 A&HH W +&

14. QIEY HF LREZ) Ui A9 T LuE 5e7

D 1PSec® QB ZzEze] H7AAe] EAHS 1P Spoofing, Sniffing Sol vlsh b W
of Adsdta B 5 gk

@ SSL& Y zAlo] ZALA A Jike RS UhS 9%k 2 EFo|t),
@ TLSE= IETFoll 4] SSLel thslstr] 913t AAE s+ T2 ESFo|t),
X2 ESE A SSL Record Protocol ©]

@ SSLolAM &= SSLE2 welE 93
® CRLE QSAE o] &3 QB BE ZREFo|T),

15, dEZeed Aujzdd dig droltt. 3tx] o= AL FolI7p?

@ P4 (Confidentiality) : A& FF WX
@ FAA(Integrity) : WIAIA] HZ 1

@ HAA o (Access Control) @ TREZ dlo]g FEo| H Ao
@ H-ol5-3 (Non—Repudiaton) : &4l Ap2

® 9= (Authentication) : A& &3] &<l

16, T W (AGRAN LT, Fireval Dol tlebe] A9e @ ol 2xE Age ofn

A7} 2

@ ZepA] A Wale] MAso] g EAENA BASHE AWEA, FakE del g A
SAFEANA B W] Qe AME AFEE AEY ANAE ATRY] AT FUOE of
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&5 = Aot

AR WEF dEAA9 o5 dEAA 7

I3
pud

I3
<

A5 ofof Fe}.

A
=

Al

~
HO

o

=2 W AN 2E 9

S5,
3

ol

=
(e}

o
&

- = 7:”
HES A Heto] Qloja] 7}k

Ho]— Al o

-
i

Al Z~Hlo] T},
+ #Z el ¥ (packet filtering) WA, 34 Alo]Eflo](circuit gateway) W

, 183 8 AolEYol(application gateway) H2 = o|t},

o

23
5 2
- =
o - g
.5z
0] ;OL %)
S w S
a5} ~—
& AR
oy ]
ﬁhoi
Gl =
o K]
T oW OE
® S)

of olsl A=

=z =2
ST

_cq

©

MICES

3]

!

OHH
XH

]

A 2~ El o]

A Fanrg o]4s

2l

A%

FAA7} 1P

—_—

@ A37 ¢

@ A X 7] (24, sniffing)
@ 1P 2= (spoofing)

® ¥4 (Winsock)

Hob wAY

s

SETo| A A&

Kele}
=

18.

o)
e

Pl groms azel

5]

dol &A X

)
ol

)

Hlo

@O A=A B-%(Digital Envelop)

@ <1=A(Certificate)

® ©°]% 4™ (Dual Signature)

12 3F<=(Hash Function)

9]

@

3
wK

ﬂ
o

n- @
__ﬂ

@
@

1, A=Ay Y719 e

slo
=

@ AAEAS] A

@

PR

s
L

Ho

©
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20. SSL(Secure Socket Layer)olA] AFEHE HAHHT AH| A7} ofd AL?

D % S-g3re) 71T Avl

@ ZetololEst Auizte] 4E A% Ans

® wasE WA Ay A

@ A 83 NG el PA A2

® TPE olg3tel AT = i Fo-U-FT WAV~

21. 9 A|2=" Zgragn Hetel ik Aw T oAiE AL

@ umask”7} FAsA] & AFom AAH & W, FIIHA @2 AREANA A F o
&7rd 5 3
@ oA dd e §” at7] 9%k /tmp Y& ol F7F tE RS AT
© /tmp HHEZ] kol JAgd & BAdstes T
@ dAdE BT dHACIAE AFets ALTHE ARSI
© A o] olFS A5T 5 = olFor AAskH wa dFeA A

22. The 1Y) F FA PKIZ o] §3 AFAUAE W u seslop & Alate] ofd Re?
O ARA P D FHFA T nsof Bt

@ ®uk 71719 U % Wme] ge] AFS welsop .

@ Q%A BZol Bas Y A st

@ WEAZ Ao FHow Q% 4L welsof s,

® A A9 TN 54 aeso @)

23. TS % W-PKI9} M-VPN o] th3h vju A3t 2 5 25w A2

@ W-PKI= =54 vhre] Abgsolll 2ok Mulas Algs = Al2=/olt),
@ M-VPNZ 7]59) Bt AAs 482 o+ 3o

@ W-PKI= olegal Auls Abgdxte] vES] Aol 935 B Al=glol
@ W-PKIE N/W H.Qre] # oFajct,

©® M-VPNE 54 ARSARS 913 R 58 AH AT
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24, Y5 AT 22agus & Fosof & Aol ofd

pouy
flo
~D

O (HZ Z2ad YA gFs45S A3
@ 2 Z2 oA HIEYE HASHA &= FEe AbgshA] et
@ Perl AaLdS WW A H L] cgi-bin o Zd) ‘»:;‘X] =

@ Gl =18 A 3)A 7] (interpreter, Perl o]y} csh #&& )E cgi-bin o] FX ¥E=t}.

® LExZaYUA] ZE AFERE A Root#BES U3 BgE F s X3,

25. Tl ZRALTE gl AT Ay, 7 oUe] ZRAAES AR (PUE AHE] 4
sl AAS= A AP =, oldst 5EAE oF&ste] EHIAYE st A4S Foolgtn

k=712

O =" ¥ ER-S FZ(Stack Overflow Attack)
2 (Heap Overflow Attack)

@ AH]|2=AF-FA(DOS Attack)

(Race Condition)

A (Format String Attack)

@ FIP #elab= AbEstal ol FIP MW Z22a3s 34 HAle Hdow fAs=S sfoF &

.
@ FIP &A= FIP HRAMEES el Far, A ZA7E fleA 714 ez disor &
o}

@ FTP #EA}= FIP 2 ao] AgshHA tlso] = 25 Arj¥oz FAF HE Ao
g g5t}

@ FIP Z2agie] 20 2= gt 2a8E By es AMshs A= Addn.

® FIP Z=81o 21 S A28 oS A3 AA7|BE, AES

sendmail 8.904 A|&3k= FEATURE wj=A =0l gt Aolr}, ol& T Ao &ut=2

(D FEATURE( ‘promiscuous_relay’ ) - W Hyol& 72X o=w 3§

@ FEATURE( ‘relay_based_on MX' ) - &21z}e] wd F=47F wdg Wol5o]l= AW7E & 3 2
A =l Zlolgtd S wde HeolE 5§

® FEATURE( ‘accept_unresolved_domains’ ) - AHE DNS AB]|AE Hkx] Zsle 7 Qox
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d WrE 7t

@ FEATURE( ‘accept_unqualified_senders’ ) - =43 ZYx F42E 71xA &
71& 37t

® FEATURE( ‘rbl’ ) - W¥dS HUY:= E2~E7} rbl (Realtime Blackhole List)ol] &% TXAE
AT WML AN

L E

b1

e
-l

rlo

28. W Aol I ARY F WIE o] 8% U FAWel drk. vhe F WA Axwe
B ol g8 70| o ?

(2Fo]:SSH (Secure Shell))

@ IMAP4S A &) 3|4 A ME 13

A3 9
@ urHel DNAPALE POPSES AH Ml A met vl glo] A7 Al mekd] FHeka okd S
A 3 91

@ IMAP4E AF&3h= AW, SholdE TR AREAE AWM HYds it ts o
gpelol A 2d-S sfof gkt
ZREZA Adstes @Ee ds
g 4 9},

® IMAPAS} POP3E= AW 7F AF&2F &S 9Jste] ofolrjel A9 us 98 wrg of ¥y onZ
29 A FHofstrE HA WMo

®
rO
o|\
-0,
o,
=2
o,
fol
ot
4,
2
i
O
&
]
lu
o)
-0,
il
of
:loljt
-
r U

30. A WWW AJH] 2ol Wo] AFEE T ¢ HoF 2B SSLo| sk Ao EF L9

O SSL& <5, 724, 718de BAsh] A BHot ZREFOIY,

@ SSL& AMH el Fte]AE zbe] 7] wdt WS AF gt

® SSL& vA Y A3} Awste] HLelgA A '

@ A ] Mu)zoA SSLE 9 AEEE o= FrE gRE o=y ALERE 7h
star FEIS] AFF= ot}

® JzAelZ, JAEHl F47] o § B-A= SSL AES &) el dSridEel
O1FA ARE zhu 9
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31. Y2 Webell gk FH oA B ald = o] tigh Aok, o5 & &3d A7

@ Web A% ThE MujEe] 7pAa gl S

@ Webe EF Ame BUAL o] & WA AL $H Ao ner % PLEAS B
S AHgAtel AR PeAds BA% 4871 g,

@ GIE A8Ast 4EH8S & 5 A% AFE TRaelw gl HAsy] i
FEP weddel BasA .

@ 4G Aol

G S Bl udde gy 5

3lofof
A

e

DO "HAA olAAEE wE7] 98, DSS 71¢ RC5 714S Aoz YA 4 1=

3 sk WA 2] Trol A ~E dE3tE 1] 98] DSS A

@ AES s A7 ?}iﬁ}‘:" 38l Wr=A] Differ-HellmanZE #|LsfoF 3tc}.
% Al

A k@ stell 3DESE A AT,

33. Th&S POP LR E S| s Ao

1= 22
@O POP SefolJE/ MY TR EFo|t},
Q@ ZetolAdE A POP3 Eﬂ%% Fa mdE A Wiy wren
@ POP3 Hl&-2 110W EEE AF&3)
@ AHEA7E LAl 9 101]/\1 Hds WS A5l sttt
® "WYd Aol= i o] A ol lar HARERE g et
34. HZol ojmld FE7|9 v B ojw|d FA4o] winf PFHE Qlaf A wido] S F-g
WA 29 dS A= deo] B2 A 5\—313}3’— Ut zelar HZel vt AAIA S
2 d A g HyolqE Hiwo] dF [P tiHo] EFHE Ud7bA] dojual glonwg
A #AYAELE 2Wrde] AFA7F HA °L7ﬂ zkzte] WA o wd Heo] #H A4
S 3els A Q7F A}, Sendmail AX] F spam relay Ao = HIEX] e 7L?

spam@hacker .com REJECT
spammail.com REJECT
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useful .org OK
211.252.150 RELAY
211.252.151 RELAY

@ spam@hacker.com, spammail.com % 211.252.150%} Z2 HAWHA == e-mail T4, =H|
vel, WES 9y Fo] & & Aok

@ FHA A== Y FARARRH ov HdS o9 AT ARVFE AAstE dHo ARE
o},

@ spam@hacker .com®] W YUAF-EAF Z spammail.com =W O ZRE o= EE WAL ALY

@ v AL C-Classe WEYAZF 211.252.150, 211.252.1519] [PE A}&3k= RE P
2ol tiste] AelolE 3 7bET.

® 24 useful.org =M1 RFE Q& RE wdd WopEivts H%

R

oL

FIP S2E28 9 dol8g A58 SHA: $sA gx dolgut A% arhs
FIP Z222 AA9 A4S o83 374 PHow o A%H BANE ¥AYYos

W AT e Heop

F20]n] o2 o g3 FZo| AP A ol Fojxint,

@ FIP "+ H1

@ ERo] Hn}

@ FIP vh-2

@ xXE 2914

® Anonymous FTP B] L

36. T2 Wd #H TREFE
ARA7F?

iyt
)
>,
o
_0|L
rir
)
dlo
R
z
[
il
lo
H
u!
iz
for
i
=
il
X
)
)y
ot
pa)
flo

Sendmail - POP3 - IMAP - IMAP4

@D 25-110-155-220
@ 21-110-155-220
@ 21-110-140-200
@ 21-110-140-220
(® 25-110-143-220
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37. W4 ¥ A AFEe] tiste] viEA] XA Ve " AL FAJAR

@ POP2E WYS 7P A RE INAPS WUS vd Mo 23 & A= vdS e 4 Utk
@ NTA ° &3l a4l Ao =2 sendmail ©] AT},

@ MDA ol |3t tHEAHQA HOZ procmail ©] AT}.

@ MUA © sidels= tHEZAS H O & mail, K-mail, o} ATy~ Ho| Q).

® SNTP= UDP &S5 Esho] wldS Fauwet.

38. FIP AW E A3d Aoldt= inetd 7HAI B Y] o] &22

@ /usr/sbin/inetd.ftpd
@ /etc/ftpd

@ /etc/ftphosts

@ /etc/ftpusers

® /usr/sbin/in.ftpd

39. (GIE ARE-Sholl Slof WA o Q= WrA FHofgo g sidAor 54 227

@O CGI Tz el & FHojE APAL 5 e Ao &5 AT
@ ChrootE i ok gHolsl Agden g4d = 3= ¥Hole FEE 24

A A GIE A& e}.
CGIe] Zzmasie] HY gy A 7112
CGI TR 225 B F fles Py
# Aol A2 A7 FEQSFOR B ﬁo}lj_i /\éﬁﬁﬁé 2o mH o

sho] Algkatolol gk,

@@@

2
ofy
ol

40. B2 PGPl thet Avelvt. Zite AL2?

@ PGP= o8] 7HA st daess SR o2 ARSI
@ PGP HIAA Gt w87
stal7] Skl g7] sk BAE AT
@ PP MIANAE dEEEY] ske] 128 bite] WHIIE s AFES

n
o2

o
i

b2
foi

@ PGP= Q1T 7ls= AlEstr] flsto]l wAAE W5 s+ s o]&3ke] 128 bit a+laks A

Hatel sael FAYNE gk sel md,
® FAR) PPE AR M@A)E ol gste] HAA Estel AHEE HEVE HEd
o] 87T o gate] WAA NS BEFET),
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tel Mw7E IS A=E

°©

]

A
il

o

= h=!
=

=

@ SCVP(simple certificate validation protocol)
Aakae] A

@ CRL
@ LDAP

@D 0OCSP(Online certificate status protocol)
® SSL

@ Diffie-Hellman &&=
® Elliptic Curve Cryptography

@D DES
42. AR}

43.

.

ox

e
i
I
el
Hlo

% wolo

|

Bz Aae AAAE PFNE <

Rk

ol

7

Ho
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Joh B X500 AFHE ol g3l 5
¥e o g3te] doje Wx oinE AT F 9

o%
D
|

RSA, IDEA - 7]3&vl <t w2 - SHAIwithDSA

DES, IDEA - &717] &2 - HMAC

DES, AES - H]|™7] &3 w4 -HMAC

Diffie-Hellman, IDEA - B &2 - SHAlwithDSA
DES, IDEA - H]"7] <34 - HMAC

oF
2L
|

(0 O O o O
o of
Y
| |

GECHTECNS
4z Jr e ¢ o

oF
2L
|

46. DRM(Digital Rights Management)ol] #3F A F 59 A &?

@ DRM=> AR A'l= ARES] A= E7Fs sttt

@ FH95HA= watermarking®}t fingerprinting%s 2l 7| ¥}

@ YA AE] Al g FA, o]l gk ©olE, Aw [, 7] ¥ & UEHT F
o A WA S AR A P 9 EOPOH w3 Vs T8 EFeke 2FA Vs

te Ay 74 vy e sol= gA A& 7Hssitt.

33t 7lEme ol HUAYE FHEE dssAFomN AR AAEARE R FstefA AREE

o]

Eoge P4 AEY AL Hawe] AN Bgus)
1 o JETE, A AHY #hel4 B8 7t
Rti

Nl

of 2
o ol
okl ol

Fi

N
==

@D ECC
@ RSA
@ ElGarmal
@ SKIPJACK
(® IDEA
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48, AEUE o83 AA A Hevre] e
A ARE A ANE B 2FUE BESHE P

D Watermarking

@ =3t

@ PGP ( Pretty Good Privacy )
@ SHTTP ( Secure-HTTP )

® SSL

49. Y PKI 720l tiek A 5 59 A2

D AZH Fx= dEYT Fxd H&) 2F A= go] oy},

@ UESA F2E 9573 vEy) of| 7t =

@ ATA 2= ddstd A5 A T JFHJA A A A dsit.

@ MEHA 2 AFTA T2 vla] 27t FAdske] 71E] T M=
A4 o sttt

® PKIE T48ks #Ha AAES 5712 RY), AS71#(CA), "dHAED, AHEAL oltt,

50. MlEFLE wek %] HE 4Y F 5w Ae?

O AHEAF AR 1S 98 B8s FRE At dEshes 28R WiM(Wireless Identity
Module)& AH&-gttt.,

@ 7ol sy Mujx~ ol FAdS Y| ols F418 AvlEJIE=E USIM(universal Subscriber
Identity Module)o]&}tar 3hc}.

@ USIMY] 7]E3 )= ID-1 Type(F+=) 9} Plug-in Type(H) o2 o] Qlt},

@ WIM= WILSS} AAlste] A& <+ gith.

® USIM= ME(Mobile Equipment)®} 1E#|o]~317] 943l T=0&2 TZEZES AFEgr}.

il

51. % darg]Fel theh oHgAd B7kel dis A T =9 A2

O FzraEe tdg Hrhe dedaudse] St FasiA Axd durlse] AR #d
Aol tigk Hods A

@ dzrwEe A Hrke dEvise] 7E AdAd B7E 427 &8 3 dy, 294 B
o2 o] Hrhgit.

Q@ dEEe] A Hrhe dEiEol 'AlE AE sHH R HITIH.

@ d5RE G H7b= CC(Common Criteria)dll B7F71E 2 wWho] Aojslo] glrt.

©® ds®E A HrrZ=aq T w5 NISTAlA AAlskar = CMVP(Cryptographic Module

Validation Program) © %] o]t},
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@ FIP Z2EZ2 J29=s ?}iﬂé}x} ok A
@ FIP ZREZLS Af dHolHE gudsix gde
@ FTP Awel gk vle-2=(bounce) ¥ 4

O HHEX AEES ATt § A

@ HEBEX HEEZC] Q1F5S 913 PKI @A AH

® Wty AMA 7sS Tt P ZFHA AH

@ NEEX AEZS gREste] A= FEtoldE AFH
® HHBEX AEE A #olats ISP

54, 9 B Z(web bug)ol thalt 2vlE Ao

O 9 AW AAZgA Ao EAst: T2 o F

@ ) 2aAHE EAeks Z2% O

@ $ Bepg-A smso] EAsks Bk A%

@ § FolA kel wo] dom {1 HolA] AFEAE FAIEH] 913 A=y ZHl=
® § dHolAel wAA dgds = obd nlolel~

55. HTTP 15 rajol theh Aoz Zite A2?

@O 7]1& <Q1Z(Basic Authentication) W22 AW Zol|A]l "WWW-Authenticate" 3|EIE
2A43tal Ze}o]AdEZS "Authentication" 3UZ AFAHAHNE HAE3c),

@ 71 ASBANA = JAFSAE BSE s AHEA DS vEs e dests o dAsErt.

@ TholA|~E <1=(Digest Authentication) W2lol| 4+= Challenge-Response T-Z2] A}-&=}
o AHgt

E Q5 ol AFEAL D9} M B o] s 4 ghe] AEHE.
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il
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o,

AnkAoln 1P sfzlo] ¥

C)W% AEHE = (transport mode)™= T ok 7o AA = Zlo] dArkdolm [P 7 A
L= ESP TEEFHS o] 83ty H 53U},
C)W%CHEEEﬁmmlm®LAﬂ%ﬂﬂ*ﬁ%H7WﬂH@E
A7 AA el thalA IPSec AH i ESP TREZS &3t}
[PSec AFRE9 HEREE T35 488 5 3

[PSec Bl @R = (tunnel mode)ell Aol TP #{Z] <152 Hd° = 24 1P 7Y &Y R ES
Eincid=

4=

= o] dxdkyolr inbound IP

e ®

57. The2 S/MIME ZR2EFS o] &3 o|w|d wA|A] HAAAME Axajo|t}, 1 L2 ?

@® ‘i‘rﬁ] 1 - 98 dAAHY)E MME Fef=2 W3kstth, ojn) dFS 98] AF8¥+=  base-64
59 Fo] FRE.

@ @A 2 - AAAY wAIAE TE7] Y8 WA SHA-19 22 sll4] daEss o) gd] oo
A71E b= vAIAE 208k E(160H] E) 9] o] Bl & o3t}

@ @A 3 - dFE HolgE Al w7IE A (dEs) s,

@ GA 4 - AAA o] o] Fojz] HolH = HAFES 3 base64 AFFS gt

©® @A 5 - dE wAI A e} AAAE dlo|lHE MIME e = Wststo] A},

& Akl FIP command session®] U dut}. o] session o] I3 server oA

AFEE L 1S data port £ FAYY7F?

<d| A]>

testbox1: {/home/p—t/slacker/public_html} % ftp —-d testbox2

Connected to testbox2.slacksite.com.

220 testbox2.slacksite.com FTP server ready.
Name (testbox2:slacker): slacker
———> USER slacker

331 Password required for slacker.
Password: TmpPass

———> PASS XXXX

230 User slacker logged in.

-——> SYST

215 UNIX Type: L8

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> passive

Passive mode on.
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ftp> Is

———> PASV

227 Entering Passive Mode (192,168,150,90,14,178).

-——> LIST

150 Opening ASCII mode data connection for file list

drwx————- 3 slacker users 104 Jul 27 01:45 public_html
226 Transfer complete.

ftp> quit

-—> QUIT

221 Goodbye.

D 21
@ 20
@ 3762
@ 178
® 14

59. TF& = Melissa worm o] thal 8 Ad = 4] & AL&?

O Y AT W Fae A

2%
@ ol el HF-5 LIST.DOC °] & 3}

@ 7+ = 7] 984 user ¢ action ©]
® Windows & buffer overflow & % k3

60. t}2 = FIP T2 EF

=2
=
ot
(0
of.
o
fr
o

jur]
=
it
N,
s
oL
poy
rlo

~

@ FIP AH = SetolAETL AAIGE o
shA] etk

@ FH|AEE FIP AW E 7A HA 02 9leje] Tpo 3l

@ ~ftp/etc/passwd}t ~ftp/etc/group T o=,
o] AH = 758k = 3lo] npgrA st}

@ FIPD7F Adst= Zmase dubzo®m |s Hro gloBm®  ~ftp/bin HHEZ Is ] ]9]

TR WA ge slo] Fu.

® FIP Control connection®] A4S o 3wt A8, Al A= d53tE A =t
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61.
o

o

G
el

B

—

o
G

oV

i

J)
fite)
;OU
B

i
NF

Bl

=}

o

Aol Az}

2 - RCPT TO 3 - EXPN
3 — DATA
2 - RCPT TO 3 - DATA
3 — DATA
3 — EXPN

2 - RSET

212 (RoJY} LF #A2 ® EOL EZoz Edth, wAxE o
2 = RCPT 10

D 1 - MAIL FROM
(® 1 - MAIL FROM 2 - RSET

@ 1 - HELO
@ 1 - MAIL FROM

@ 1 - HELO

—_—

0

K
o
o))
il

N
Ho
e

o

o
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ki3

= telnet Heto] oj
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© AlA 7t=2A7] &4

@ TELNET A%
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@ SSH(Secure Shell)& 953}

® =9 =7) o

A ] o)

= €
T
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o}
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64. HF7] 43 LT &5 G TAE A8ty A% & BTt obd 20

Bl

D ECB(Electronic Codebook)
@ Cipher Block Chaining(CBC)
@ Cipher Feedback(CFB)

@ Input Feedback(IFB)

® Counter(CTR)

o
o
2,
pc)
X
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59
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oL
s
rL‘l
il
©
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-
2
9
ofy
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ofj

65. = & 1 AF Wt TREZS SSLE FA
ITREZL?

@ WLAN
@ WAP
@ WILS
@ WVML
® WPKI

66. otefe] Http daemonEse] A4 Bl &FA &A3td WS A=A L.

@© olztx 4 AW 1.3.24, 2.0.36°]3F WA= Hitp Z2EFS] 7)< 'chunked' NIHS
o] &3k DOS & Fol FHFst= = 1.3.26, 2.0.39% 1d o] =3]oF 3},

@ ¢ M¥+= http daemon¥= HINZ webresolved} 7S 2o o] 274 By QHZES
7} @AE 4 9le t’i A gkghet.

@ IIS 54 HAA & teEy gl 74 FolA F&ZZa9 g 2o htw’l 5550 Aot
HodE s A F wiojolu g AbAE|of g},

@ 11S¢) o9 A&l IUSER_REVOLVERS] g AAS Zaf =24

HAare] HEE Aojdit},
® 11S9] ®ots 73lal7] $&l, Administrator Al di7 o] tito] H = 2bx

R R

67. AANTAN AgHE A FFMG DA AHoz &4 e AL

@ 41 @ Wb FolA 9 Wb = HODS WAIA NS 3= A Ake] o}F Wl A Uolof
oF gt

@ WAA Mol FolA 9 W, HOD = HAHQ T WA W'E e de Azt ofF wol
Al Yolofo} g},

@ HOD = KD A= e F oA Mok N'e e e Ate] ofF wo] A Aol

ojof B},
@ A @) A /e A G FAPIE FHAAR, A4 G AN Azl B
o gae ma
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® Az Aol A a4 FES AbgskE olfE AW AR AR o] A EkE F3FS Fo

7] 91,

68. o & WAt /R O dAstE=?

@ E-Cash

@ Cyber Cash
@ Mondex

@ Digital Cash
® iCash

69. AS5A(Certificate)”} & Fe= H7|FHAS wol| o]efst JAFAES T2 RolA st
H2S (RL(Certificate Revocation List) ¢]&}x 3tt}. CRL 28 GA 9 I s)o} H= o] &
=7

O AFA7F #A7IEH7] ol AF8d HAAF A wAe BlEAdS STHWEHY] fl8lA Kas|or g

@ AHgAFe] MRS BAHS Aol AFM Ha 2HS )

@ ES718e AERY AFH Ak 8TE P9 /1B AF7| o] B

@ RL B52 tedzge] A FE CAclA w3,

® AFA HA7E AFA FE 71kl WAL BFE A WDt wEHYS W o] Fofx]
=

70. MW7) 7)HF FRo| A AFREE ClEA D FA FHA EEZ(CRL)C Wi ol AW FolA

[e13Ke) [e]
A e AL

FA7F JISAE w2 245 ESAY 7] dldsts vd 717 S4F0NS FA5 2
%fﬂ% AL davt .
@ eEAME FHAs7] sl X509 4 AHol® wFHYEFo] (RLo|t.
@ X.509 v3Ql A v2 A5Ael HlE FEAQ Wil FFAE =Ysle] How S k2
o].z_}\ﬂ IH‘Q‘g X%g]% 2= 011;]_
@ AFA AT 2TAY 1715 AFEste] FalE™, CAY 3717+ HEQAE T3 {4
e = 99 Fo dg 2 3 wjujr} vpyro} ARE-ghr},
® AS5A AL 27+ gFH =2 JAFA 2FAF =2 gl 93] 8735, HALE ASA
< 3/ "dEEgd Haste] UMEYAE &3] AT F JE=F s},
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71 AREAAA olehsh e 52 AT e AgHE AT W Tl

<H7]|>

7b. D.Chaune] AAF 54 Feje] AAAH ol

U RS S AbgSEE Qold ALgAe AEE mEsE AhelA AAH Y FHelt).

. ool AL AT ABA F eqelds AWE wods AL HU @ A Lo A
B Wi wgoR Axsdd Ud F42 B @ 5 dn A5 Aa,

(D Fail-Stop Signature
@ Blind Signature

@ One-Time Signature
@ Arbitrated Signature
(® Undeniable Signature

72. 2PbEAE AR AFHE AR 50R A AW ge AL

AL 7%

o) O [e)
22 &2 A7

ﬂ
w
=)
=
N
-3
r 4
ot
O
oo
2
ol
of
fjo
Ry

@ TRM @ ZHI= HEHAYSFE FAAe st=doly Az ES o] Ui w29y &y WA
= B7FssH @

@ S/D(Super-Distribution) : ZEI= Fujx}7} A3 A ZEIXE o] &3 ¢ JEE wj L),

@ XrML @ XML 7]Rbe] Zel=o digh A A o]

@ st=donield ¢ FRl=E 54 st=dojoAnt o] & 5 QA g

©® HEur o ZEl=e gk 232 HZolu o] &5 AR Abekgitt.

74, vy ZRIOF T HHLWEERS 40l A, root shello] A¥E 3= TbsAol w2

RS

@ -rwxr-xr-x root root a.out*
@ -r—xr-xr-x root root bof*
@ -r-sr—xr—— bin bin attack*
@ -r-sr—xr-x root root readme*

® -rwxrwxrwx root root bof_attacks
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75. the2 gA" YEupdd o

st QAR el tisl A ddgetal vk, £ ALY
@O & Divisibility) @ AdE AErAE F=ste] B AzAAe] A& flste] o2 7
o] Y rta® st tF ASE T dolof .
@ w7k (Invisibility) @ A4 Fol= %o W7k A9 gla, Jentae] Fgoirs 7t
A & oglojof g
@ 721 (Robustness) : HERIAE 259 Fash Fi A4Uste] dAFoly AdS f18 <
= w JEntaTF A A Golok st
@ A& glo] F=Blindness) : Y& G glo] AHnAE FAWo=E AHnaE HAEFTL
Aefof gt
® RO (Security) : THEE 7] 3 & I dS 4
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SIS 15 Y ESZ R

gol AgEHE JEHY F4E A IP T4 ZYs A
A WA o2 [P T4 UESA
7

Aot o R S VES AMEEA Zv BH9HE Fto]l gedol heet=

@O ICMP
@ ATM
@ SONET
@ CIDR
® VPN

@ RIP
@ OSPF
@ BGP
@ IDRP
® RSVP

3. TCP Sync &9 (Flooding) &4 ¢Folo] AMEA7E HEAAFO| Syncs 738 HUA &
S 9% FU ASHo R vEy Wyl AHAEHA o] Fo AV|Z Qs oW ZZ9-(overflow)
b A71E olth B 1IF olE WAEY] 1% wHER AX ozl AL

7h. AREAE e

L. eHo A Eoje= HAlS U
F-ay st}

ok ol A7 eHEESTE HEa & o, 79 A7E THFe R ST

2. 9 DNS g oz S=9 [P F4A(Fe IP F4)AA o F TP 94248 33},

.
=

Fa0] Qs Aat

N
il
o

A Fol TCP A4

¢

@ 7t,
@ ,
® 7t
@ o,

Lo
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4. & A9 F pingy 7P &

)
o
a2
rlo
i,
rlo

~

®
=)
=y
b
>
U o

)
o
f
i)
)

Ag ]

5. t5 AW = nbstat7} AFst=E ZFRI) ofd AL?

(D MAC address

@ login name

@ NetBIOS A& A H o] &

@ NetBIOS A8 S0 E o]F
® 5% HeolE

6. e WIESZ 7Nk FEE dig dgeltt. 59 AL?

@ ipconfig : 3 HFEH 1P AA I} #d =
@ ping : XA BAHA [P Fa7A A2 AE g
@ arp @ ZFH HolEol e AR FE

@ tracert : EHAHA] P Fo7tA 9] ARAM TA 9
® nslookup : DNS AWl AAs|A [PFAY =w<l

(i
S

7. g2 dolE Falel glojA AMEEE BAA gid Aol &2 A0

D Half-duplex ¥4 $t&oA] dolHE Huja A

@ Full-duplex W22 o8 7] AF2E o] &3lo] g
o] 7}&3ttt.

@ Half-duplex 2] A FAIGo M= 3 Yaxeoldo] HolEE FAsE Tolx o1 3
AE F3 U JasHo Aoz dolHE Bl 4 gl

@ Full-dulex W22 dlo|g7} &% wWeoa Hegd 5 AT, A AET = e AS
o] gt}

® Half-duplex #2l& ¢

o rlo

O

g H4e] Arsoz Agan,



8. of# AEE AT BT 7Aolr}, ol T WAL Fololghal s}

"FH < QAlel oJstH wEe] Yl AlFHA] Y= 1996 99l FAbH WA FA o
b A A 2ol Ak oby gl wAF A Aol o]2a Qitial HEH A vk, Ax$H FF
ojrg o] alA} HA-HE AEA 0w HjA HW, A|~Fo] Axpe-d Ao RE TRAAE

LSS, SHECAZE LSS S Ul BET oJe® BAL S " fbil2e (Unanai ler)”
g Wre] Eebee FAAR Buigel nFe] FAW UE, WA= F F1 Aol U@
Hel7b o271 % s9ith. St A% 19969 % EaEdiol WlEAMail Storm)o] o

AT

O JHY &

© ©]B wlo]z 2~

@ ERo] Hn}

@AM ¥~ AX- FA(Denial of Service)

GESEE

9. 52 SYN Flooding Attackel tigt do|t}. 2w A2

@ TCP/1Pe] AdH A WYPoRE EAd AHs AR F
@ FE A Ad Al CONFIG_SYN_COOKIES Ao 2 uhs 4=
@ TCP AZAA]°| half-opendElE ©]-&3sto] TCPAZA S wWafghet.

@ TCP AZAS 93 WMaEa F7F YF A7) v XM] 3|5 oF gttt
® M2 Fo] AE &S AAG = ARHS oF g},

% ol
1=
=

e o

Aol

1=

o o

g

10. cisco B NA AF3st= HHo]F echo, discard, chargen 59 A H]AZ disable &}7]
= T2 WHAE Agstd o). oju] () o EoF A fo]= FolUUp?

no service tcp—( )-servers

no service udp—( )-servers

@D few
@ little
@ minor
@ bad
® small
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O HYY Bot T2EZS BE dolg UqA s
[e2]
H

[e)
o] FH QI3 intranet ¥ extranet A Y 75

@ signature & 7|Hto 2 3 FAEH
O FFTHE T3 AZ4S AELHH o] 8ot JHEAAET

Router(config)# access—list 110 deny ip any host 14.2.6.255
Router(config)# access—list 110 deny ip any host 14.2.6.0
Router(config)# interface interface serial 2/0

Router(config-if)# ip access—group 110 in

@D SYN Flooding Attack
@ Smurf Attack
@ Fragmentation Attack
@ UDP Flooding Attack
(® DRDOS Attack

13. Y2 Eworm)oll tigk S dja] Ayt AdYrt. dFstE € (worm) o] FF+ FSl9l

712

7Ax EA YEST LEE do] A AYS Gustm, WA T2 NS A E8
e, AlzElol] EAleHE HIM 2 HIML oA &3 WY Fia2 2 9 Wude 2
. 53] 9ENT AD A2"e Bl YEY D TR FF) A3 I5¢ o
Nzelog FAL Awstal, Aoz thE At ntelg]z: MdS w7 uio)
HES T $52 AsA7]E E4L 23 g

DOR=HE= ¥ W32.code red,worm)
@< ¥ ( W32.Slammer , worm)
@2=uko] 2 ¢ (W32/Spybot .worm)
@HEBEAIE A ( Win32/LovGate.worm)
@241 ¥U( Win32/Sobig.worm)
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14. DNS Afuje] eieto] wah¥ s AdAstux & uf s)gstojof & LE(port)E HAste L
A+ A=

o o F 7h

D A22FE @0 $H1023 ZXHAELE : 53

@ 22X E @ 10245E B71x  BEAAEZE @ 0FF 1023
@ AAFE @53 EAXIZE @ 53

@ 2~ E @53 2 10245-E E71A EHAEE ;53
® AAXE  BE XE BHXYE : 53

1

(@)

tee wekglel ofw )% Ex S tja A9t

* AH] 2~ o o9} application %S XS]
* As) A EA application & BAs7] 93 E

. R

@ a¥s}(isolcation)

@ WA (Prevention)

@ Deep Packet Inspection
@ Anomaly detection

® Traffic shaping

16. 9urA o 2 Handshake ERZEZA T3 5= 7)%0] ofyd

O Ht dags, vizhds 55 24

@ Alarm A X3+

EfT AYES AFH oz #esi.
E Z3FE DNS dAe] dg glrt.
@ UdEg = 2% G492 Y-S 1533,

® YaEet &8 203 ] JRE wdshy] A ALE

3}

hul
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18. T3 A9 7ted £
@ TCP

@ TCP

TREZL AZY Au~E
TREZS [P TREF A9
@ P ZTRZEZLS
@ TCP ZZEZL UDPd Hla| Al A o]
® UDP+= TCPel Hl&| ews|=7 Ao

OF -
5 o .

L7314
=},

SRR
19. & 5
O #g9EE VMEYZ A5
@ B A= HolHh A As
@ YIH= #d AsE A

@ AlolE o] 2EFo] & E
® du] 3B 2 75y A2AY

= 3z
=

—_—

A

20. o & FA LANo| tiek Ay o= Ayt 7 W

29
54 LAN

@ AP(Access Point)& 41 LAN 4 LANS <& A17]& Fulojtt.

@ 7 LANo] 2zt ojde frdd, &ol4d, g il Al Adolth.

@ APE o] gdlo] M= ZgHor F2e= Ad Hoc WH]o] F2 ALgH U,

® F2 LANS] NAC Z2E & CSMA/CA W2l& o] &gty

= O ==

=v T

21. DSL(Digital Subscriber Line)> 9%k 78] H3bd& &sto] 7Hgolv &
2 AREZ AFsy] 93 71&olth. DSLY FHoE o¥ 7FA7}

1o

geoz Azt b | A2

=
=

-

R

o] =
AR -

@D ADSL(Asymmetric DSL) : <F¥}sk

AEshe sl Ay,

SRR

gzl o

g, o

A viAel wek Ao, wol A, duke] Al ZEA wAol St

TR 7

]
]

3
°l

o]
o

40
=

o i
A

o !

@ CDSL(Consumer DSL) : ADSLE.UT} thA =g X Qb A}8-2} FHof Moy E Axg dart §gle
Fo] qlrt.
@ SDSL(Symmetric DSL) : G.Lite#}il= EeX|w, ALE2} FoA] 39 o] oA &= A

Z4=0] ADSLo]t}.

@ HDSL(High bit-rate DSL) © 719 Abol= W¥-sh Askalatel 7 Abolel Yuhe] o8 A%

< 9l AFEEA, FWEke] glgEe] 777t 2.
(® VDSL(Very high data rate DSL) : =fujell A 2002 3% 3FHF7|H-E AH]~E]
WA 77k AgdA o wE 25 B}

_42_

[IR=

—]——7— AA - 7]%E H]



aho] EAAIM B T Aol

¥
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=
Pk
tilo
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i
o
o

D TCP Sequence number Prediction
@ Session Hijacking

@ DOS

@ UDP Flooding

(® Fragment Overlap

23. Y& T TCP/1P9] A¥ts o83 sAYol of

rc
Y
flo

~

@D Syn flooding

@ IP Spoofing

@ Teardrop

@ TCP Sequence number Prediction
(® Backorifice

24. T W3k (Firewall) A® 7hedl 59 31&?

el e AFe = Qe YEYAE dZ357] Y& ALE3
70 e Z$E7F 1P9F TCP %= UDP dlu & 773},
FAE dHeT 5 2

< vole s 7HelE dS Add 5 gl
e H H b= o] kst

"U
=
o
>

<
>

Iz
N
N
£
Pt
ili<h

O AH AYRAE AzHe] BeR AGHEL ol g3l FANE YNES A 34

A% Hlge] 87517
® 0AFE Ao A%

Jste] G PEI AGLA P FAAE,
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26. Th&2 TEST-NET IP tf<9l 192.0.2.0/24 & &A=

o Eo12 A mask & A A3kt

o

Router(config)# access—list 150 deny ip 192.0.2.0 ( ) any
Router (config)# int serial 0

Router(config-if)# ip access—group 150 in

@ 255.0.0.0

@ 255.255.0.0
@ 0.0.0.255

@ 0.0.255.255
® 0.255.255.255

27. U5 Wl tis) Ak WE $ uE AEd & s TR

D Dynamic packet filtering o|8}x % 3},
@ YESFY A4 FEE EYESA A Hol&s Fagit).
@ 24 A9 g rytr Fagir},

@ ZEPA old AHE A HARE ot
® ZHAEE FH37] f&l Exe] HwEegrt F

[#x] [1:2523:2] DOS BGP spoofed connection reset attempt [#%*]

[Classification: Attempted Denial of Servicel [Priority: 2]11/18-19:08:20.3

11264 0:50:56:40:0:6D —> 0:4:76:45:61:39 type:0x800 len:0x3C
172.20.11.80:179 —> 10.10.10.195:2844 TCP TTL:62 TOS:0x0 ID:0 IpLen:20
DgmLen:40 DF=

=#A*xR** Seq: 0x0 Ack: 0x3254E63C Win: 0xO TcpLen: 20

[Xref => http://www.uniras.gov.uk/vuls/2004/236929/index.htm] [Xref =>
http://cve.mitre.org/cgi-bin/cvename. cgi?name=CAN-2004-0230]

O H4A XEE 1792 st udp WA= @A ol i},
@ 1P packet 2| length & 20 byteo|t}.

® Do Not Fragment Flag 7} A= o] rt}.

@ Win: 0x0 2 Window SizeZ <]v|3c},

® s4A9] 22 1P = AZRHAE 7ol
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29. #<* Cisco 2hp-HollM= o] W0z 2h9Hel nel 74E& Agos & 5 = A
25 Alesta k. olF ol&d A oAVt & F = 2R P MHlAE FAskaL, o
7se Awdhs AHAE 7hsdhs 5 BheE RS AEtE g gl o] WEole Tk

@ auto secure
@ 1ios security
@ one secure
@ ip security
® port security

30. obdls AR F AREolTt. o) JAblA AEEE (e T

"= AE7FE AAD vk A WA el A
)

F71HEN FEoRE ( yIH(eh o] A S A
vt drEHEAGo] BEFHT, ( o
o

8 AlolECf frARgE 74t §] Alo]Eof 117
Zg =

of A&l ZI9lEtn AGAE HANE 2L AAGRE WES = AF 28 A
2 W WIUSAE AR, BBB, AL (FIC) S FEOR ( IBICEEE]

)

gt Als &5 A= Aot}
st Ul

® A =Zd| o]

31. s§Zl(Packet)E°] eH--EHelA ehe-H = ddd of dolHPast UEHA ASe =24 %

BAA FaE oy MAREN

O A Fa9 ZHA Fro WAL TAEHA] Fev)

@ WA e} BAA] [P FAaE Mol glar, MAC F4% 299 ol e Arol o o}
Al z715kE v

@ A ] IP, MAC 4+ WAool glar, H2 A IPef MAC 4w 747 b3 295 IP ¢

Zx] o] [P} MAC F47F 712 ol 2h9-E 9] IP9} MACS = tiA ¥ a1, H24#] [Pe} MAC F4
= "] gt

2] TP, MAC F4% ol 2H9¢E¢ IPS} MAC F4=, 4= [P, MAC F4E thg @H$H
o] 1P9} MAC F42 717t A H ).

)
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32. @ ol WEANSe] ©F Aol Ulg WuE ¥ 5 A S, s Re Fo] w4
WA ol BY 5 YT AQGE LREFS RN

33. ol® WEGNA wef ojw @ A7 Ysh BolAS w AP E SEE YA G
Aol FAHUE. o MEAD EERAE 7

O ZEl(star) EZZXA

@ EZ(tree) EZEHA

@ H(ring) EZ2XA

@ W 22(bus) EZRA

® %9 (nixed) EZ=ZA

34. The& 2ol netstat’ HH 3 ATpolvh. AREE HHE FoUN?
<H7]>

Active Internet connections (severs and established)

Proto Recv-Q  Send-Q Local Address Foreign Address

State

tep 0 0 =*:32768 * K LISTEN
tep 0 0 %:32769 * ok LISTEN
tcp 0 0 =*:mysql * %

LISTEN

tep 0 0 =*:x11 * ok LISTEN
tep 0 0 =:ftp * K LISTEN
tep 0 0 sign.:domain * K LISTEN
tcp 0 0 sign.:ftp 203.252.53.60:2555 ESTABLISHED
tep 0 0 sign.:ftp 203.252.53.60:2548 ESTABLISHED
tcp 0 0 sign.:ftp-data 203.252.53.60:2596 TIME_WAIT

tep 0 0 sign.:ftp-data 203.252.53.60:2597 TIME_WAIT

D -ra

@ -ia

@ -ca

@ -na

® -ta
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35. A e2h-d e dioew

il
Pk

@© " wEolE "Helgd oEs) drs g3t

@ 22 qtRe] A E UE A FE ARESIL

@ FAIZ U E A WEo] B w= AFRSY] o,

@ ZB2AAE AZEe] &

© Edel vs) MEYA Fgo] o Ar}.

36. & AW T v EERA0 dyor AFehA] o A7

O EHRF Y FHFE 7=
@ LANell A 3t3ict.

@ HEYA 7] fHrt
@ Wz=o AAR 717+
® FAATE §lo 23]

ro
n el
29
o\-}
__(I:g
o
o
(ot
o

37. WAP Z2EF ~ulo] HAAAZ &Fs}

rr
2}

D WAE
@ WSP
@ WILS
@ WoP
® WIP

38. TCPC] FIN, URG, PUSH Ate] Ze15 AH, 7S AFs}ho]
%, &3l ¢ RST 9j7lo] 2= Yg= o] &3 A7 Wy L?

D SYN Scan
@ FIN Scan
(3@ XMAS Scan
@ NULL Scan
(® Decoy Scan
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39. AAd stelAZol et Hg-Ade] oL

O 4=zt

@ F714%1 == WA
© d3E A== AL
@ A 2" A

® AMRE o) F

10. 2919 B4 209 78S F 3AFIN 209 Axge] VESZ EAlse E o
e g2 v omn 2R Fasts JYer

@D ARP Redirect

@ ICMP Redirect

@ ARP spoofing

@ Switch jamming
(® SPAN port tapping

41. TS 3 SSL ¥4 (connection) A H WMFE o= ZHSI7}?

O A4 &2l x}(session identifier)
@ 59 915 (peer certificate)
® Cipher spec

@ Server write key

(® Maser secret

<A A]>
Aol S wE A e BA 5 A 2!
QeAA 2 B o) FF/L BAHE olF ABHOR Abde] Aukdt ek Mot

ZFH] (Secure Router)

oF k] Al 2~ ¥l (Enterprise Security Management System)
2~ D (VirusWall)

A Al 2~El(Intrusion Prevention System)

FY Al =" (Intrusion Tolerant System)
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13, e 5T TASY A% PHolth. BeAA e FAL BAS] AW WHOE 13
HgaA e AL T

O A3 Z299% (normal behavior profiling)

@ W39 Z2utd™ (abnormal behavior profiling)
@ 54 719 &4 (signature-based detection)

@ A2 71w &4 (policy-based detection)

® " Al2~" (immune system)

44. T 5 VPN o] ZtF=ojof & 7] gz o] o}

o
Y,
rlo
-
2
o
N
N,

D

O AHEARIF

Q@ F4& #g

® 71#g

@ W ZH

© dlolE st

45, 52 7 AlF A 71 gigk Aottt 7 #3E Qe SANE EoF7 e A
PAES LEAL.

<H7|>

( S AAAN AAME A AGAIEE S 5, AHY o] &5 S84 E T
S wjE Ab3)EE el AlE Ao R W Zek$-E (bank proud) EE A7 (scam)o] Bl
gt BE 58719 o fAtolEdA Bl ojdd® 9%, FAE Fiedl il dTHEy
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® 3-DEST 271 E& 3719 A= b 7]1& o]&3te DESE W 483t Zloltt

57. B AW T 59 ALY

O g AIZE Yo dld 7t B AA A9 JES 53% ek gt

@ HFE NP= Nool 3ol thaha] AlZEe] certificatests F7F ARE AR&ste] ohah2] Ajzk
el A= 7Fs3r e &Ao #Hgto|vt

@ nol 4o A7|eola k7F Ad W 7P U A9 FgAgke] 0(nk)Ql daElEs vhEk
Al <] (polynomial time algorithm) o]} o}

@ Foxl 3 Alz="lo] qlojo] FF x¢F it yol disiA =R &E pkxly)S GE px)
7b 2o AdiA bdAdS etk gk

©® FEMY AHdS 7HA = gEWs Xoll tigh FERE p(X)E ¢ o, TASHA & AR &
A s JdEZY(entropy)st st AR = HHO EFHATE FHHSE F£54 sidol
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O B4 doe v Aol dold F(Ehd=dah)elAe] oltblg EAI(ECDLP) & 7Rt e=

@ RSA®} ElGamal Xt} 7] Afo]=7} a1 @& A olojx AntEFIE | JEE 5 Buped 34 4
oatet

@ AutA <l gh A oAt FEAE et =AG daElFe] EA4) gt

@ 71E] N7 GEA2®N 2 A EE AFeted o A2 719 HolE 7HA AL 7hssttt

® — I

A9 AXS Tdlela g Ftedo]el AT E R T

l‘

ERESE REREE
golsttt

59. 919 24 dee] delem o 7hA A W2 Foldrp

O FFAA A, v A, ArEd H2, 53U A
@ 718A F, FAAA A2, ARAL A, 59l g2
@ 718A el g, WAL A, ARAd g2, 5FAA A2
@ FHA A, FAAA A, ARAQ A, FRAA 12
® 71240 A, vl A, AR A, FEA A
60. EobAtaL i A FHEGEAR SnkE AL?

<H7|>

(7h) &AM}

() sAe &4H

(th) BekAfar det

(&h) =499 H7t

(vh) Aparglel A7

(vh) =

(vh) Abardel 2

O OH = ) = () = @) = () = () = (Ah)

@ OhH - ) = () = (@) - () = (Ah) = (b

@ H =) - ) - AH = (F) - (v - (b

@ H = (b = () = (@) = () - () = ()

® OH = () - ) = (@) = (W) = () = (Ah)
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64. A|=E B

<H7|>

Hl

1|

3

(>
@ 38 Alo]E(hot site) %

[e)
RN

1=

)
T

2

O 5 Al

@ 9 AtolE(warm site) £+
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Z= AR E(cold) &9
® dE= Alo]E(red site) 9

65. COBITo| thar Am oz 2% ¢k 729
@O COBITS AHARA|AHALE 3 7|22l FFolt}
o]
I=]

® COBITE IT HE 2 Ex BEA mHACQ]
stal 1A= = 7]l

3 COBIT2 1996\ Hzx= Z3to] oA Atk

@ 2971 A= JrA 2ol B A A U

® COBITY] A= BAERZE A8 2 dAHA &5 A8t Atk

66. A7 A5G HE HAHNA HAE, w3 B4 A, FH, BA, BE T ge X2

Az FAHe] Y wAE?

@ H7F @A

@ A2k A

© 7d A

@ A2 £ W

® =9 el G

67. T Tl Anshe A
<H 7>

(7hH) ARRG A2yl A5 AFEE Frietr] e AHHS H7F 7)E
(4h) 1980t -8 244

(th) o#dlx &

() A, B, C, D5 Ul Mo T8z Ysm

@ FC

@ CSSI
@ DI
@ NI
® TCSEC
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68. TS % BS7799 71ZolM AAE ANnE pEAAE Fdss AAS 2GR en)
Ned AL?

© 2o FU-> ARRE weAA 895U >A9A > 999 SFA L FA T
AR > BANG HAEFAN A4

@ Auns BHAA WY £ > wek 47 £y DGt > 990 SEA L FASE
AR > BANG HAEHAN A4

=<

=

@ HEtAA 3 > FEES AAA U T > AFHEY > AFEI >4 2 AR
AR > A &AL 2

@ FEES AYAA HY FH > B £y >-> 4¥AY > AFHI >FAH H FAE
F AR > FAANE AEHAA 2

® FERES ALAA HY FH > BHdAA > AT > AFHI > SAAE 489
AA Zd—> FA D FAEE AA

69. = Al FE&7]1F(C0)2> AA 37HA] FEo =2 Hol et Al 155 bl Aol I wd

S st o, Al 2H= He Vs 8T AR, Al 3% BE 87 AMES AAsk stk

e % mel Jl% 8T Abgel ohdl Re?

@© FHed A4

@ HQF 7HA}

@ B4l

@ 435 A4d

® AHEAF 7]l dHolE R

70. & 7% F BREZFY 7]Fo] ofd 32?7

@ 7194

@ a4

® A%

GEREE

® 2#4

7. 919 BEE 99 W9 A9 98 WAz Yeod, 98 3 99 98 99 250 o
g AL

O A9 =4

@ Fhed wektAe] A

® A4d wetge] e
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72. AAANNLEA AAEA ] we] B Ao BEY AL

D AAEATL Hel AT AR e 2F Aol 1 AAEA wypow A el Hal
= EAY uel 2L 4 o,

@ AAEAY nRahowA AAEAe NES ART 4 glojof B}

@ AAEAY wHanozA] AARA} A4 2 FA - FAE e Fo) e s 2ol A
2 % 9l Pz nEse] Yojof ar}.

@ AAEA) nRLNoEN AARAL A4, FA4 B HA - FAAA B Ago] =
o] gl Aot 1 wio] wEso] glofof wr).

3
N

AHEA el HaadogA] AAEAMe] F4l mE FARS 9jste] g B ¥}t
AAell #ate] 7150 ehdstefol gt

73, AAAEEA FAATT| o] Fal FAATAE HAA G of F ALRTF opdl AL

D A9 EE T eele

2lo] FQAFA ] HAAE A
@ FhdAre TR EE FAE Aa ALE A P
@ A A AFAT EE A ARE A B
@ YA ASIGHE) 718 FAT PEOR FIANFAS Mihre AL AAF B
® A AANPAERI B Sl BE B9 HEE AALE AN A4

74, ZRIZAVIEHG GRESAANGA S| = Al @I Aot} ( ) Qrell st

o o
= e

<H7|>

WA FLAZ7IHe] FE ARSIV EA G wet vid ARSI GAE S Y A5t
oF star, Ad&=e] ( a HSHIA] vs A= AFAES (b ol AEste] 1 AoE wop
ofF atH, Ao AA T ARIZIAFA G Aol Bzt (¢ ) FAHeE FHE

Lo

O a-A#AY FALH, b-=5-3] 9], c-AA
@ a-ABAE FALA, b-AR}FZ9NA], AL
@ a-A@A S F7rd s}, b= FE e, -AA
@ a-A YA FAAH, b- ARSFAN L], A
©® a-A@AE F7HAs, b-=3 ], -AA
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SIS 18 94938

1. VPNeld B9 7% F Wol AM&3dk= (A ) 715 NSA) s ZReF 2 TCPA
AL AH83ke 1P, IPX, NetBEUI E#ES dasista [PslvlE &3t st AHIS 4 {3k
Agsty, el e shue] AT A, (B )7lEe (A )9 Alx=
o A Aok LoF7]eS Ags o R BHYS A7 $ste] Pt ¢# e

(B HHAAE AHESH

AN

. @

2. M4 EHoR AgdE 2d T2 mmap & B A &
#i= TCP SYN Z2=7lell tjgh Awel], ofef Aea () o &4
Q17}? "SYN 22702 Full TCP H&& oA ¥oX 2 'half o
715 Hulo] SYNJACK S¢o] @W 7 X EE g&sta 9 Ao, ( SHel oW
A g e dEdn. o] 7S st d7ls Hufjol (
WS BlA &S Folu R

3
TR Eﬂo}ﬂ Aol »~ele] LLAX 7IA}
BollAe] 7] AR AF

Blo Ao Z e A

SAo] 9l SUID = A%

4. TCP/IP ZREZ I1Fe| &3 ZZEIZA, RFC 7920 <Jste] A %ol dom, echo,
gye w

timestamp, redirects o< H|E3 b3S 2] typego] AT HE TR2EZS
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5. IDS9] ©XA](Detection)®} Firewall® Aet(Blocking)s =S ZA3sted H] A3 9 (Anomaly
detection)S Eal LA A & FZ Patternol] th-33te] Hulsl A (Attack)o] thsir= A}
A WA (Prevention) X8t FOE F&E In-LineA oz HAX % LF¥= HAWAES T4

olg}al sf=7}?

6. TYAR/ T Fe Lol UEN/NWAMF AA4H AAYA2RE w5t Das)
S AdgEE AREAVNA LT aAREA AR AT 5 Qon, 1 A w7l
of e vEuuie]l Aok vhol mel AV1H4ow Aw FaAREA|MAAE] HopHe BA -
Hobstelof shul, o] F% WEAAel Aot wel weh Ak B At Awwe A4
shofof gt}

ofwel, A welvlvel g HFHS wA FrSnA e Aol thgd s 7]
BOR FolF 2% FAHRBA/MAM AHS BH A F & Aok, o, o] A%
Ao Agwre PR ohld & At

ol7]el A thgell sk 7R () ES BT UdeA L.

7. oFe) 1HL tep o FHEFES o] 83 ip spoofing FAHHA e At Yrt. tep ¢ o
w gk F oA S o] &3l 5

™ 1o

(3 B(X) 7F B Q1 AAF 7Hgste As vl

B A B(X)

SYN=123
SYN=T89
& ACK=123
SEQ=123
ACK=789

_72_



1)

8. TF&& & U7 AR T AA 2002 893 A A} F dFo|r},
ofgl] ZIAbel A= HZ BAFAANA FAF Ha e o]
stal e

o]
AL S5

a2 e
AA7F?

=
L. “’—T
Ag BolFal =, o7|olA drdhs wet AlFel dute o= 7

AAL AR AHEe) Ape 3RS A3 BEA

A oR A 9 9ue dFE s A
B A} : User Administration ¥} Management 3 °F#d &
=)

%9 Risk Assessment
B 9n| & Heoly, & JAHHET &5

CAF : ZF ARHS A|AEloZHE =5 = o/HIER

= AT 283 AE wds T A ~E
D AF ¢ Bty e AAS HH 5 JF old gk Aoj7hA] E3Fe A[~E
9. ( )&/ 7159 AAR- BHobA dle] ARl PEM 3o B3, PGP v WA
I 7]E A="HR] FFo] &olakA] Fthe HES Hekstyl 98 IETFY] A 1EollA
RSADSI(RSA Data Security Incorporation)® 7]&<S 7|wto 2 7igdd AW HobA| ~Hlo|t},
( yol @Adstaat sk e AEe dwst, gAY AW, A8 &old, 84, dE
+8A, FEFSA Tol At I FEoE Eojd HFst AS AL,

10, Aake] FRxo] gg Aol gl A71% SAF grow ofw S1% AdomyE wals
AR £A2 MEEE Uehie 58 (A5 @ BEe] A% dolE 24
©)

11. UNIXY} Linux $9AIA 22098 & 2 gdo] Ay 2o 22 738 AH5219 A3E 7}
A A= HHES ( A ) MER &3t Tk ojul 2 glo] o] HEV] AA
Hof glom 3 Hdk(permission bit)S YEM= AR F 'x' A7 (B ) SAE vl o]

FA
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12, AQFANZBD) o= BAE FFeel A%E 20 ARF olgatel FYS BAHE

A ), BAES F3 AEuEE g7 dolEE B IYdoREs #AH)
)7F ATk
IDS e5#o 7 A o]Fojz AYPL ©A5A] FEate ( C ), A LS HYJo
2 AR B4 e ( D ) d4e]l vERE 4= 9tk

13. SSL HeF 22 EFd= g (A )2 [P Aol X
REZ HeE Fxojth, (A )Y H TREIZEE (

o] glom Z} Hot TR EFL Transport =9 Tunnel RE=
( B % C ) BHQF TREZA ARG K
Security Association® ol Aejxo] ¢l

14. A 9 BeE ¥3)el OWASP(Open Web Application Security Project) oA w33k 10t €
Ak 5 dEHH A A2 EE A Jhse diolHU Ao R olF Fa WA vMesd 34

delEiel ot el 2 chEAAel L) YHRE SAsied DAL AR B Ak

o

S WBele s sl (A )Y st E9E gdstal e oZg Aol A =gkl Javascript
o} iﬂ%ligt Aejete] AFEAF Soll A Bl AFA ] ZHo] dojui s fxEsk= (B )9 #
< ¥4 7hssttt.

15. TCP A4 dAL 3-¢o] A=A|o]=(3-way handshake) WHo| A}&ETh. S - F
HA | Z o] 8-S 7] AsHA] L.

Flags - - ___ 5 _
— Seq# | 374808530 P
Ack# - 0
2
c} Flags : & Al
0] 1 Seq#
of Ack# - @ B
E
Flags - _ A __ _ _
= Seq# : 324808531 P
Ack# : 288666268
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SIS 15 A<=3

1. o}dl+= Bl A9l Blackhole filtering(Null routing) & AA oE HAAF ), o] A
e F3l 54 ip v ip tidel diete] Null 0 IH#Ho]~E Bulo] §4& 2
o], o]w] ¥F=A] "no ip unreachables" & A& FHS @St Atk Zo] o]
Uhete 2E QB Folxel o] HAAE ot Zo] F24H, o] Aol %L§5$7V4ﬂoe B
ekl #HHoll A Mzsial L

Router# config t

Router (config)# interface nullO

Router (config-if)# no ip unreachables

Router (config-if)# exit

Router (config)# ip route 10.0.0.0 255.0.0.0 nul

2. 23t Bl Aol el Sold @A¥oR Adn(2g WAL WUl Aghrt )
A7} obdl SEbA] AW (Proxy Server)E o] §3te] 2 WU W WAo] Sl o
0% U% #2% 48r} Ao, TY0W A AME Sdust ol$8 F A /1% WP
SOk F, olo] W@ AL gaatA A s,
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3. Thge BoHel W g wek 448 MAsn At A4S e
tjsto] A getAl A Eial L.

Router (config)#enable secret erqdfjz83 (D)
Router (config)#access—-1ist 50 permit host 192.168.0.70 (2)
Router (config)#access—1list 50 deny any (2)
Router (config)#snmp-server community iofdakdfja ro 50 (2)
Router (config)#line con 0 (3)
Router (config)#exec—timeout 5 0 (3)
Router (config)#loggin on (4)
Router(config)#logging trap debugging (4)
Router (config)#logging 192.168.0.10 (4)
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D) ftp o % 744 AF Aol 242} ofw @ Aol4lol A ojs) 4
2) 717e] wajo] ngke] ghdol A olWa wrle] QA Wlmste] A<l

2. Sendmail> W 8.9%E & 23 Hdo] vk oA O =2 anti-spam’]so] F7HEATE. FHA
Aoz HMA, Access DREE A ZE vlolE P X oA AA wt EA wAdES
Wz ke = & 47F glow | A v o] YTk e 4 uh. U e 2ES U

= l U=
St Access DBE 7S §, ol& Wgste] AP EE sendmail #H APE 7lestet. @
d gdojy ¥HS A st It

- friend. eduoﬂ/\ﬂ EQLL PE fYge g3t
- 210.110.30.X%-¥] 210.110.31.X¢] IP FAEYXE Hd o= g3t}
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tlo
pd

3. obdl € ;o)A Bebd EAE dod 5 Y& BB

o,

char  1d[10], title[20], =p;
int tab[20], i, n, sum;

printf("Input TITLE (20=} ®m|qte] JE=F): ");
gets( title);
printf("Input the data size: ");
scanf ("%d", &n);
for (i =05 i <n; i++) {
printf("Input data %d: ", i);
scanf(" %d", &tablil);
}

p = (char %) malloc(11);
strncpy(p, 10, id);
p[10] = 0;

printf("Input USER-ID (10%#} w]wte] J&-=}): ");
scanf("%s", id);

for (i = sum=0; i <n; i++) {

sum += tabl[i];

printf("title: %s, id: %s, sum = %d¥n", title, id, sum);
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SIS 29 A|2HIE S
L A28 Bt £ olr] 9@ Piel s BEed Qe Ausg Arstud 3
S

@ /var/adm/sulog
@ /etc/passwd

@ /etc/crontab
@ Jetc/rcx.d

® /etc/inetd.conf

@D MSV1_0
@ NTLM v2
@ PPTP
@ LDAP
® L2TP

3. AR A A 7Wel= A,

=7

dlo
oX,
offl
o
>
ofo
(it
)
o,
1o,
i
e
i
)
rd
ol
N
ofo
2

(DIdentification
@Authentication
(@Authorization
@Accountability
®lIntegrity

4.3 BE W At b W AL

@D naming

@ caching

@ password

@ access control
® cryptography
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RR (Round Robin)ell A
H}E THA =782

D preemptive SJF (Shortest Job First)
@ nonpreemptive SJF

@ FIFO (First In First Out)

@ RM (Rate Monotic)

(® HRN (Highest Response ratio Next)

o)

time quantum® =77} 33 A

6. ta2 ol B o T mashel] tisA AEd slejt. o]F FAiE S A=A Q.

O 9 vleld e A7) BEA L AA dd dFo] Jhss] oW dolyt IRC(Internet Relay
Chatting) & 3] Az Ax 2 5 ).

@ oS Azl A AT HE AulAE AN AFATL RS 5 QES UEAD 249 F2 S
FAAA Au 2 Aol rhEES st 7ol

@ HAFE wpolg a7t BEA UhES o s A2dd IS FEd wke), ERo]Eul g
e B AxgelAw A S F

@ Aoz Alxde] Hrshy] s s madlet @ AAkE AAAR Wio] RIS
o] 83 AL BwAgol x| AH Hto] 7535},

® 2Uw (Sniffer) T Abde] A28 Aol GAxd Brow QY FiE AZOR W
ol AT AFBAAE S ol Al=Hlol] el JrE sk Aol

7. %) BEAE ARgstA F7], 2R, A T3 g2 EAe] Een. ol g AW F

ZHrE Ale 12N L.

@© F71ell= AJNIDS} HEAS, BiEg AbolE 5o ARVF ©HA . AREARS] thg WA
AW 7k A Fol diste] whE stebd 4 ek,

@ 71+ dEsEo] Jomw, A9$A sohw Tupsir)

@ SiEdE ASAT FEF YAoIEY WS AFsn JomE, AgAe 943 15
olold 4= 9]t}

@ A= AA EY gdolgtae &, oo =Y AZHE Fol7] fE olw|A] T}
e gl 2 HAL Sur|ade] AGAARE Aotk

® sersdd GAYE A WES BH, WES A ES 1 RN BeRES 3 B
=74 g 5 g,
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oo
i)
oo
rlo
N
it
&
2
=
o,
(g
of.
©
O
©
ofy
N

[e)
A3 Ae AEAL.

O 718= st=dol2 dEHE BE 7] F5S dAse] AYAdA deE.

@ HAATE Alz=H Sholl EAEHA] Fret=, Y Fom FAFAGIE APAlA dels & A
.

® == 9=

@ 720 TROPS FE A2F 2A golE YENAE T
© Alz="e] Low-Levelol A ZHsghth stofie, WAl Zmagiow A/

g

e
f

Ak,
7} 7V skt

(

|

0. ALgol N oy xzoue] AbgetE AF Ha 4R Yol ohd AL

D A% A% EHE ol g
@ Bat Y-S o] &3k W

@ 54 ¢8&=x= °f A

@ v w4 GdE T oy
® System.ini IS o]&

X
N
o
o,
ofo
ol
ol
rlr
19
=)
g

2o

—do O e i

Mol ARE w=Fd= 9 ).
of2 AlgH9l AAYE 7} st
A AFEALY] F7FE WA ¢Fal JISAE ABo A Hi=

[T M ofN o ol
o

SRCHCNCHC
R S e/ A o7
Ac)

>,
)
ofy
o
au)

11. o SSLell digk A &5 53 A2

@ SSL2 NetscapeAloll Al Ao =2 A TE.

@ SSL-2 SSL Handshake Protocol, SSL change Cipher Spec, SSL Alert Protocol F-i3} 4%
ol Hob Mu|A~E A|&3FE= SSL Record Protocol H-#o& vpFolx Qth,

@ SSL& AzoZFy FAAS 93 WA 2=, 7|UAS 93 g5t HS Aedi,

@ A SSL Record Protocol -2 TCP AlZ3slctol A & 2Hstet.

® SSLell A= AAA T 7] wghS 918 RSA Ee DH &ag]l5S o83 4 Ut}
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12, Bok AxElse] BEYS Hakr] 9 20 ML stealth/] W 20, T TEA

o] 719 & stealth 7|Hell %314 & A2

@D Fin flag 719

@ Tcp fragment 7|9
@ Ack flag 71

@ Syn flag 71%

® xmas 7|9

13 o}#]:= john the ripperQ A& sdolt}, oo w3t Aoz RAHE AL9

<H7|>

[root@forensic runl]# ./john /etc/shadow
Loaded 4 passwords with 4 different salts (FreeBSD MD5 [32/32])

istree (carrot)

guesses: 1 time: 0:00:00:12 8% (2) c¢/s: 2895 trying: gregl
guesses: 1 time: 0:00:00:13 8% (2) c¢/s: 2891 trying: Dukel
guesses: 1 time: 0:00:00:14 9% (2) c¢/s: 2893 trying: Badboyl
guesses: 1 time: 0:00:00:14 10% (2) c¢/s: 3044 trying: istree

@D john the ripperi= WA= A7 = ot
@ AHd TS o] &3 HAYE FHo] 753ttt

@ 7€ A¥HE JAY=s BaEH ?2show S-S ALEstH FHo),
@ e g = 9d53) dugES o] &ste] 7Mesit).
® john the rippere A= 2= AP E X3},

14. A B AME(SubSeven)ol] et A &+ 3 A2

@ w§- ZEste] g AAEHE NS Q=S ALA sof s}

@ NEAE 7|2 LEE 27374 LEF ALE3T

@ ZzA27F A A winjo) v Re row A6 jlet

@ MBAE ZA e 270 715E AlTste] ol ABEARe] AR glE HFHE e 5 Jih
© Meguzot H=g 7S o, Ausl SdoldE Zragior o]FojA] .
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2 Hel
& TREHE AT,

Au)
oo
flo

>

ek (Samba)oll thet Adrojt}, o]F HEHE AS LEA]QL,

@O Fxs2=dAM At 71K F le "HES AFsth. olF smdb " A AW olal, nmdb
d] 22 NETBIOS w9l AlBje]t},

@ Atvk(Samba) &= THdely ZHE ALE FHT F JLF dFE ZEaolrh. @ ZE]
S H52 WAl Atolo| Ant FH7t 7H5Et).

@ SWAT(Samba Web Administration Tool)& &4 Atu} GUI &= § 7]¥ke] A4 Eo|t},

@ BEH2s AR AR G AHE AR QA St smbfs(SMB T Al4~EDE ALE
st Y taget feUaELE g2 A 2=Eld ufE A| Aok gt}

® #5204 smbpasswd Z2ITHE ARG ZF AREALel] s ¢tEstE AvR(Samba) AP EE

wE 5 9l

[H

& Pz AbgskE 7R 3 Aot}
& w  Fdiskt} Disk DruidE& AF&3lA IEAS A4t 4= Qo).
@ 7)ol AAFO e Ae 3AAY FE|M] AL A A28 o]F H-¥ (dual-boot)

HES WE 5 9.
@ #E2=e] 717 FEHAQ ext2 Y A|2Fl Boop} FAT329F #e AEg AE THEMAE

2 A sk 2= o)

202 T M .

© swap JE|AS AR Ak At

18, e BAAS we A welAst AMel Bk AT A DLW AYe A A
ot olF AT AL LA
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(D TCP Hijacking®] ¥+ TCP/IP 7S &

A A TAEA Ay = WHS 7HsstA g,
TCP Hijacking &<2] 3}l Hunt= 924 Al

TCP Hijacking 9] 3}}el Juggernaut= wHsk <

gh= 540 o, oA YA =24 A ~H Ué%%
2928 MEYZ 78S AH&sl4 TCP Hijackingol th3k &2 £l :
[PSecoltt SSHeF #2 st &4l Z2=EFo AHS TCP Hijacking 22 =H HYY &
W5 Wol FARAIIAY AAT 5 AUt

© ©

iih)
ol
-
JZ
ﬁ
Py
UJ
=
o
D
b
(@)
o
=
=
)
o
—+
O
=
—
.
Q
o
=
N—
L

@@

O AMEEE 24 A5 MRl ol 243 7124dS Ale gt

@ Q15 fall MEAAZNA H=ert A,

@ 71E A= e ARSAFE I MR d5dt 7|5 AAskal v
@ 713w AlE = S Ve x Aledt

© A e A FAd AFEFRI(SS0: Single Sign-On)& AHE-FHT.

21. o3 o] user B FA49 FUHUEY sdo] 24 rootiro] 9&
go] o] v o] test tHED M 9= 1.txt FUS AAleh= HE o]
o ol Gyl = Aol thal] mkEA AW A2 FoIvE

[user @www user]$ id
uid=687(user) gid=687(user) groups=687(user)

[user @www user]$ ls -la

drwxr—-xr—-x 2 user  user 4096 7¥€ 20 20:43 test/
[user @www user]$ ls -la test/

drwxr-xr-x 2 user user 4096 79 20 20:43 ./
drwx———- X 8 user  user 4096 79 20 20:35 ../
B 1 root root 0 79 20 20:45 1.txt

[user @www user]$rm —f test/1.txt

@

a

do] AT root THo] 91 4 o R A X et
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@ AL AAES F= AN gEEY SAR AAshd AAE = 9L

@ user &9 HHED site] lom=E AAEn.

@ AN FEjelM e AAT = AN He g AnAdS 777 = A A AAE = A

©® ®ol gl

22. 719447 BY g@9E Ay, AR HelAE d9sty] fste] 7159 oW #HojAE A
o ARJMAE AAete AS #HolA wA g FEG. odd HolA| wAl WS tid v A
g oA A4 e A

@ LRU &2 ARESI=7) 71 A& Flo|Al& Zro} wA| g

@ NUR W24 FHTol] AREEA] &2 Fo|AE Zro} wA|

@ HA s} A o] Fof M LHlERt AFRHA F& HolAE Fol wA T

@ F2r9] A 9l o HelA & FrobA wAZI.

® FIFO W2): 7hd @ ol 239 Flo|#& Zrol wA g},

23. b5 Zzadgy AsgedA obiy ZuEi di dojuA &E ARS Tivea e =

ZA2~E w2 e (Deadlock) ol wxThaL g, E‘r% T wZ FE7E A8 9%k 47k A

z30l et = A2?

@ dzjAl 24 @ TEAXEC] 250 BaE sk A dia)] wiEkA <l SAES e

@ HlTd =3 ¢ AL ARRo] 2 wW7hA] o5l Zta Sl= TRAARRYH AAD F gl

@ 7] 2= 0 TEAZ7 e LS 7t A o5l Al ov] e AU zka gl

@ Y7 =3 0 TrAZ] Y AbEo] EAEA ol FASE 4 TRALE AE HH
tEol s ZEAX7E 898k sty e 1 oo Abde Ztan Qv

© Fe7] 271 0 TEAgA7F Bed 4YS Faks] vk

24. b5 T =9 AEES HAE s e T AgehA X3 AL

@ N+ (Cache) o] A - WA 7Hadh B2 7418 243,

@ o gle T 2A - A 9, iy 5, t2a HJaF AAel A AAAEE TS Fol
of HASE 5 AbAgt,

@ Hle] 2 2=(BIOS)E &3 F° #AA =ol7] - 5HT A& At §1° QA Ao e
2] =EfolHuf CD_RONOIA 9 shs 25 BIOSOIA AlAs &

@ ©tel &Edtol 2= (Time slice) - B &dtol=E & Fol+¥ HHEH A7 (mult tasking) s ¥
= F AAF7] Wl aRE THed AA .

© "= AAbel 272 BE - 3l HAdRrt EFEASE A d2adiE S8 RS
AL 2RSS APAA A7A 7] Folxl Az (GRS A& s oRE G
Al AEeFr AF Abgete ZRIOES $AHoR wRehe T wteAl Zagh Afoln



25. 9 AAY L& Ay Wy F #HHH(buffering) ¥ =EH (Spooling)e]ehi= Zo] g}, o
5 F wses 22 B Yo B AL

O WYY ~EFH 25 (PU A4k} B alste] e dt),

@ WAL Aol dete], 2EAL Uaa0 gatel PaA Aol

@ Mg ~2FHGuy g =y A49S 3 7 .

@ WAY3 ~EY BF 4FE 498 afdom $oa) skl norul.

® g 2EYe (PUS A SEo A FA] 2% Aol el

rlr
N
L
rlo

~

2. ool Haa 2729 ndE FolA deoly FielE olgine B

D SSTF
@ FCFS
@ C-Scan
@ RR

® Scan

27. Unix Al=8loll A Aol A4 logingt AH&AMS] ARE & o I dlF= HHols Tl
782

@ ping
@ rlogin
@ finger
@ ftp

(® uname

28. S/MIME®]] theh A F &3 RAL?

@O AHY HAA-A P4 FEQ) MIMNES] B s Astetr] fal 7171 4% 7les 483 A
oltt.

@ HEHA ATl Heks AlFdt.

@ MIME 2o otz 3te} A7) 5S 2718 T2 Eo|t},

@ 71&E9 AAH HAETE WAL /fASaLA RSA Data Security, INc.olA A 7|3}
AT

© MIME AAE AFT 5 de BE TREF isf Bk Aux Al gt
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20, Thge EoBr} Zzagel Mos) o o Aol o F 4RH AL A2AL,

D MSe] Y= AFA A A =

15 4
@ A4 ARE BehA 9 By

i

= [e)
Aueure] ohel, A29e 24¥ S vk,

@
o A2E Fal Mgl He] 0d MEe Zaowold,
’L‘f_‘ H
Moy ag AFoaA 1 ANt AL 5 Uk

0. 98 T 4 A5E ¢ ¥t x2eEZE 3 AXojzl AL?

(D APPLication Level : S/MIME, SET

@ Network Level : TLS

@ APPLication Level : PGP

@ Transport Level : SSL

® Network Level : IPSec

31. b mmap XE 279 WEdojel Ay digk AHor E9 AL?

[root@forensic runl# nmap —-sS -0 192.168.0.1

Port State Service
21/tcp open ftp
22/tcp open ssh
23/tcp filtered telnet
6000/tcp open X11

Remote operating system guess: Linux Kernel 2.4.0 - 2.4.17 (X86)
Uptime 4.292 days (since Tue Apr 1 23:51:22 2003)

Nmap run completed —— 1 IP address (1 host up) scanned in 2 seconds

@O 052 0SYHE S 93] Eole sAolt).

@ 1-65535 7H4] el XEE AAHA U &8 7 ot

@ 23 ¥ E= 192.168.0.1914 A WaHS T3 LTES A1} nmapoll A A3 AHS
a4 Zgk 7 9-oltt.

@ 192.168.0.19] E2EX gl AlxdHolH A4 270 A3 987 LEE= 370t}

® sSHA LS half-open 27149 oz A3t tep connections WA &= 270 W)t}
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@O FHG oju|d A|=ElE A= PRI dAEo] Tastt.

@ PGP= /M7 dZA=RE AMEEA] Bt

@ PEM2 &7M7] Al2=¥l3} 387 Al 2=¥ls B5F AREShr).

@ S/MIMES b g o] U-E 93l RSA Atell A A|FsgE o],

® A ol d Al2wlo A FI7]= v]E7] 7R E flEA ARE-g.

33. O Y =T F AFEAY key strokeEs FAE =ETE?

@ Passpy
@ Voob

@ Satan

@ Nuke

(® Goldeneye

34. b F Asw Udel Exolmwl xade Al 8 b dRe T TN

@ Nmap
@ Saint
@ Tripwire
@ Snort

(® nessus

35. U skl tid 712 Jidelr. ol #AiE A

tlo
it
>
fo

al

@ R AP el Bolot RS BAse] sk AW BAAIE Ao, P A

@ DMzel= 7HE g i MEAE AAA7IAL, A7FEA] @2 ool A2 od A

—

@ Dual-homed Host Firewall> 5 7l¢] NICE o] W9 o F-5 ztzt A3,
@ TEA] A E JAEYY £ & =ol= F 7lsd &7 W 7S AEsi).
® Wsbd Y& e AFEAE o Fe A EA AEE T AU
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36. Uhe AREAR Al tiE A= Bo yHel ois) Ae Aok, olF ZiE e 1
=

Al

to

O A= =s F71H R A5 v F= Zlo] Fr.

@ Al A= on7h QL BRlelAls @A on] gl &2k wide] AuA] s Ae 929
T8 AREshE Aol 719e| = fdar #elstr) 7 sttt

@ Qe Hag= w4 F 3yl Challenge Response 1% W2l HHA(Hand Held

Authenticator) H& EZolg} &8l &% 77|17 83t

@ AES] HAY= WA F shkel S/Key Ao A= AFRRE ARARCION Al wl s ZHo| et B
2= Ao HY dolE7t Fojxint,

© JF-A Aol AHe| H2E W sl AFEE = gl
=

i}

rr
B

29 =Z= Shadow Passwordz}il

37. NCSC(National Computer Security Center)T FAFE A|=®HoA X 7|, 7Hel FAHEL
Private Datacl]l w3t B3 7} 7]—1r°§ S e ®Wob 5F(Security Ratings)S WHERATE.
olF (2 a2 HE 0SE f38] Tw3 orddS AFsles Tuoz I dy. U T (2 59

of sigstA @ AS AEAL

D Trusted path functionality
@ A secure logon facility

@ Discretionary access control
@ Security auditing

(® Object reuse protection

38. vhe el FeE WS Bhg Aol @ whg e

<H7]>
SAZ AHEE AHSFH viholdd Wi BE, SH, HE, £AE, Ay 2o Sl
Ak el dig WEES TgAn

@ Intruder tracing system
@ Recovery system
@ Forensic system
@ Honeynet system

(® Intrusion Prevention system
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39. o

o

&Y HFe o1& TAel o dE T ARE WE2?

@ Microsoft Wd/ZHE FF T2 Mujxrt 558 49 344
@ FHEY FHFAHS o] &3 AL HalAE A Eo] ojof 3o},
® NetBIOS over TCP/IP 7]%5< o] &3] 343,

@ <dolel ALgATE 97 PCel T
® whelel o] 2447} @ & 9

40, ZARIE B A AFSHE ANA F o\ Yol HeheTl?

@O o (preventive)
@ ®A(detective)
@ Al (deterrent)
@ EF(recovery)

® 1 (compensation)

4. B9 529 ARy Fue 2uie oA A8 7HsAol
pZe

O A9A (locality)
@ 2=7d (thrashing)
@ 2~¢}F (swapping)
@ =+ (overlay)

©® AwjA] (relocation)

42, UNIXel A 7z} Zde] sk grE 7]efsh
2]
(6]

=
d A7), Ao HE FAAD, A

T+ E-Z (super block)
inode(index node)

o2 2] (directory)

9t AJ2~®l uh2-E (mount ing)

Z 2 A2 Aol E=(process control block)

GECHENCNS
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43. T2 ¥ Linux Al2a®e] AAEY 7|Ha #dEste] 4 ¢ FL?

O A9 719 A -8 (preemptive) 2AlEY 7|HS AFE3Sc).

@ & MY taskoll Al B 7 time quantumo] SHFHTE.

@ FAES #ol 275 FAHASHE =8 9|t

@ Z+ CPURIt} runqueuedt+= AR TZFE AFE3™ o]o runnable task®} expired taskZ
o ~AE" g},

$)
S
mlm

wol s mzA2se] $%

2o

E AH ez £ .

44, tFg HolA FHZA(page reference string)e] A3 Ao APy = Fob WA=
Al (page fault)®] SFE FsAL. o, o] ZRZA2oA 37§ Fo]#] g ¢lo] 1A
o] QAL Z7]e] o]Fo] B o] dvka ZkAstH, FHolA] wAH e EE LRU VWM

thar b e,

Ho)# FHzd: 1-2-3-4-1-2-3-1-2-3

@ 33
@ 43]
® 53]
@ 63
® 73]

45, Thg F EEAATE PUL R ohd o) Agle] BT sk Ay EE 54
o WS Flthe FHE elulsh goli?

@ Running
@ Ready

@ Preempted
@ Suspended
® Blocked

46. HE 22 W5 ©¥#H 3} (internal fragmentation) 4|5 3|2 = 3

rlr
Iz,
g
flo
~D

O AzE o]

@ 2#7d (thrashing)
@ #Ho|A

@ 29}

® preemption
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5
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w
w
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=
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ol
o
fr
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rlr
po)
rEl
filo
td
flo
po)
flo
~D

7] Age g, ANl glow %y PrES B £ g
UeEe 99 070002 HAtA AfAT daEd vl %A 9 5

deEy AfAE A9 OdEdel g da Al gom tese ve| vl 42w
it

7] Age gla, 44 Aol gow fery ol Rde] B2 e 5 gt

0Oe0e LHoLL

rTEERN
reoec

Ll
o
v

=9 PC7F 9A AFFEFHA=A &7] 9181 command’gol] o] ¥ w0
HolZ dHEstojof & 4= USHA ot HY] FolM =t

D net computer boot time

@ net time boot

@ net reboot time

@ net statistics workstation

(® net localgroup

O Ao WA IR WA}

@ A ZEA27F A Folmg2 A Fo A A Egk}
@ o] &3 ZAcS HAI,

@ 11S AH| =2 A A &ske).

©® FAR=Z AJFE] E LS AbA gt
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P] el gmow

S
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< AAGeEA FRRH B
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=
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51. ¥
O #¥ °oH

=

U] E 9] S0l A

[ RN
AR -

)

s
N

o

S)

AR R=an=]

N
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B
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=
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~
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52. T
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53 = XE i
U= < ol tig Aoz &4 & A

[root@Linux root]# nmap -sS -0 -f 192.168.0.1

Port State Service
21/tcp open ftp

22/tcp open ssh

445/t cp filtered microsoft-ds
6000/tcp  open X11

Remote operating system guess: Linux Kernel 2.4.0 - 2.5.20
Uptime 0.051 days (since Mon Oct 17 21:01:05 2005)

Nmap run completed —— 1 IP address (1 host up) scanned in 19 seconds

o
oL
rir
o
(2
2

D -sS 24L& half-open 2719 HHo2A A3 tep connectiond WA L=

@ 192.168.0.19] TAE¢& g5 Aladon dA 4 LE= 37)0]t).
I

@ 44-5}1:}_4 FTEE 1921680101]}\1 X]—X‘ﬂ Hg—jﬂ.tﬁi% —]—Eé—H E,ﬁ}}q— nmapoﬂ}\i 24321-01—7-]] ,L]—Hﬂ o]_x]

51, The % E 2EY FHepgel EAsE B4t ohd e

@ printf
@ fprintf
@ scanf
@ sprintf
® snprintf

?

ﬂo

55. & 7 AFE wlolesel tg Anon £7 e A

Hpo]e gt Fult) 2t ShEr)ane] REANE FUATIE HlolE g wa,
dlole 2t %% glo] BAM0E AU BAdT e A2UE ABOR FAAA A
FE, WE, AARAL A2EE St

A me oo SO 452 Bdo A9l 4nE Wz, Sy AzUe fug

Lo oMo
E 1 g |m

N

A 50 dos VHS ]moﬁ»?'%<iE§'%ﬁ/ﬂﬂq'%ﬂﬂﬁﬂiﬁ EAS 37
ol#A st A (Polymorphic) Hpole] A= W &lar
A7 COM, MEEM/”%JP”’%ﬁlﬂEJH%ﬂo

@& ® ® e

1iiE CIH, Win32/Kriz7} ¢t}.
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56. Q¥ 20009 5ol obd A7

Wl Qo 2]3] ~ 20002 windows95/98/NTS X 3ic}.
@ Plug-in 715< A YsA] =1},
3 XOR, 3DESE #] 91ghc}.
@ Default 2L v}z 4 9},
® GUI A& A g,

@ shadow H2=J= A|AFS AREFIT

@ /var/adm/messages, /var/adm/sulog &< scandt®] su AH&-S AT
@ & AEAE flElA= anonymous IDWHS A|Fghr).

@ rooty TE AolA =9l & 4 A gt

® A=Y= AM(crack) TRIAVG AFESI] FAR HAY=E AALg),

58. & % M ZER Al A dTeld HES ¢ s BRIF obd AL

rC
>N
r‘ o

D

D &= 1P T4

@ =AA P Fi

@ TCP/UDP A2~ X E
@ ICMP HA1A B
® Ao YA A7H

50. the T Ao Aol sFet AxE AkH AAUE R

- foold Fus el FHFEL EQIRY ofe A4A WEAZNA B Alzsu

ZFsei HEA AL 25 vtetsr] A st

@ SAINT
@ LANguard
3 Typhoon
@ nmap

(® nessus
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60. th & e AL SFAAANM HEHAA Aol tig Ao =72 AHEHE A7

@ Tripwire
@ inetd

@ TCPWrapper
@ nmap

(® nessus
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SIS 27 ol EZE|Aold Kt

Lo Hwd AW =23 fd-s 2Falo] ARgetal e AFHE theEsste] mde &S &<l
g AEF T Fo] b T o' A

@D SNTP

@ SNMP

@ POP

@ FTP

® TFTP

2. TheF ARG WS 8 Aol ohd AL Tl

@ 7194 - AASH FARTE b TE AFEREC] NES B 4 glolob v}
@ FA4 0 ARSA A% w3 WEol BE AgAl s BHoE WANA eojor
o

@ A8 QF : AATAL AA mAAET $A47F FAshok At

@ FARAYA - AATBE FAFIE WA rha $15 gholof Ft,

® dlole F 1 A dHolHE TIW AASAL FHE A VLA BAE AT W
o

3. S/MIME AA-¢-H Hot TREZ et Aoz 58 787

@ SMIME ZARRISe] A8 glof w2 AMAE :

@ S/MIMES 7]<&2] MIMES] Heb7]es 713t AA9-H TR EFo|r),

@ S/MIME> RSAYS 3} A 2~BlS AME-slo] HAg-HS SbdshAl it

@ S/MIMES wlo] A2 AXES} Y o]ZALe] ] HEhg-AHd 7| o g ¥3lxo] 9]
® AA-A FE AFES = A Hob Huja GA S o8] AlFE L ).

al o
=

4. §) 21 Heto] T F Alglo] ofd L9

O 1 AW 2 @A 7es A3 A7
@ ZagAF dxb, 77 2 w2 ZF AW e] X3 9 dAjol| o A%
B9} access.logWt zri= o] At}

i

@ A Felr 2o o9
@ 218 #1808 A
® =197 ARAE 1T uekel Aol AFwt.
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o

(D WY AHETE AREAY] AFEE wds tezeste] We &4
(2) " T2A2AE 1108 EE ALS

(3) W ANERE g hERs F g Ao v w2 As A4
(4) AFEA7E 2AAR]D A A HAS AREA] frE

i

@ SNMP
@ SMTP
@ IMAP
@ PGP
® POP

6. HolEHHolAE MEstE AAEL Z7] ©E APIE FEO AdEHo|A2Z ALEE7] 93
Micro-soft9] Qe H o] ~E=?

@ Powerpoint

@ ODBC(Open DataBase Connectivity)
(® HTML

@ Windows CE

© CDMA

7. B % CGI script®] A1 2 A ow AR VwEo] e A ?
@ CGI scriptell= &4 W7 44 ATt

@ CGI scripts= KM & Ho] QlE Folsle] 2w ojof g},

@ YAHZE chroot TIFEFA] Fastd %, B2t 9= (Gl zeriptebd ARE 5342 927 9ok
@ $UAHE "nobody" @Agto = A, (Gl scripte] Fgdol $lojxt.

©® 974 AH&A] JEHS A sk G script] 4%, 94 AR8A7E "HE AY"S SEF o

= 984 A A% & Yk

8. & & SHITPYl tiat dos 52 AL ?

@ S-HTTP:= HITPO] gt o = bHe AudES 7Hsshl ot

@ S-HTTP:= HTTPS 3sli-#oloj& SSL (Secure Socket Layer)E AF-g3ch

@ S-HITPE ZREZ AFSAoZ HTTPY FAAZNA E2 3,

@ S-HITPE= YA" 9154 (digital certificate)E A 9E % Urt.

® S-HTTP+= =gk Ab8-AFid-passwdel]l 9 sF JAIFHTE o b 35S AlF3)] F=rf.

1574
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9. =2 (GIWrapper& ©l-& & wol ik drelnt. o]F &itd H4g2?

@ 61 Z2ae] o ALgAe] PEe] gleA wa ksl 1 AFeAe VRO CGI
e 49470,

@ A 4AL 44 FE OB G AEAE 92 B 2019 1 b ol
G 6l ZEawe Bad 4DE ¥ 4 At

® CGI ZRIgo] o ARgAe] yHED e 3=A HAME stal 1 (G LRI LfAks
AL T AR AR gl 2SS As) o)

@ (Gl T=1Me] HOtYS §+= o] ut 21 27

® CGIWraperE AA|3HA W cgiwrapo] 2= At o]

10. ftp A7} E2E9F AREAL 7|dke] UES T HIAAE fd] AHEste 7] fd2 o=
172

@ ftpusers
@ ftpwatch
@ htphosts
@ htpaccess
® ncftp

7]

[e)
A ?

11. PKCS7-mime 524, MIME E}S] H=2 XHd 3 g} wo] &n}

i

@D MiME ©E}9]: Applicatio/pkcs7-mime (signedData, envelopedData) — Y}A3E-Z=}: p7m

@ MIME E}$]: Applicatio/pkcs7-mime (signedData, envelopedData) — 3I}<l3+2x}:

@ MIME E}d: Application/pkcs7-mime (degenerate signedData "certs-only" message) — 3}
42t pTm

@ MIME E}?JZ Application/pkcs7-mime (degenerate signedData "certs—only" message) — 3
k1SS

® MIME E}°1 Appl1cat10n/pkcs7 signature — TA &A=} p7c

12. ftp= 7 7M1 92 RES AYddY. s T o i id AW T 59 AL

@A) Aol o]Fo W ALgAe] AT An FHL ol gke] AFEAE AFHT
@t AES a4 2 AR A4,
@MMM EE RS 54 L5 52 2440 2

He wue 7ol

G 1 A @l%’fﬂ% TE W53 o]&8A Sfe MES’% EﬂolEi ‘?"i%i—% Rl
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13. ¢ wet 7 A & =9 AL2?

@ Cross-site scripting Flawe ZHAAHSl e E7Mssla Adngds HgPsha] s
Browerol| A AAst= WRle]l =4 5 A&
@ Buffer Overflows IDS oA F= S 3AY PatchE ©]

® Command Injection flawse ZWzp7F A 4+ <
eloF g},

@ Remote Administration Flawss 7Fg3 9ZoA A7t EVFs3eE sfoF st <teEitha
VPNZ}F 22 hashE WEEA] o] Fojxjof gir).

® Web and Application Server Misconfiguratione Al patch® A-&oly HIAHAMO] F4
logging's-o] &A%t}

14. xml7]9F web HQtol]l #& g o] ofd HL?

@ SAMLEF2 2opA 2 XMLEQEA B2 7] 91l 3] ek o] PKI A5l Fols] whe o),

@ FHAELAST, oud, HMFo T 77T Z(PKDAA Sol 7IENES J1PZ.

@ AAMEAT EFAE NS 7o s MEAS 49 AAAES Fd3da 74 o= A
w3A 5 U

@ XML Bl 7]E2 ERIE AAF7| RN AFE J&, S=rddbdzm A A=A A 53
EollA =l 273 A8 Tl At

© oy e An]2g XMLESHS A vk

15. SAINTO| &3t Adrojr}, Aol Zxe 222

@ "3 B CERTS} CIACAIA @efF= ZH Bt wAlES Y.

@ 7]1¥ H o= finger, NIS, NIS, ftp, tftp, statd &< AB|AZ FHAS}

@ SAINTZ 42 dlo|H= HEYA s2EZe] A=A 9 dd=s J7tg 5 3l
2 %%%_D‘r

bogeabeke] QlEfso] = html FA O AT, o 7pA] Mo 939 ARE <

ut
¢

rr

T8

rot

A

1l

@ 1

g

#
® Aol ALDIA A wol AgEw An TE Aol

16. TS SET ZREZ] ok Aot A3e 227

O AE DA A b Mg Auke] AN 9 A
@ vhesel kAol SEppst v STTe) A efele.

® wetAlolE 051 741% welo] lojA SEAZeNAN Al 3
@ SETE= 277 S ure x}835ke] obAAg % 1B 7sh}
© AR&AFe] APEE BAGS 97 o)A S AR
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17. T2 oj| A=A iAo .
(1) m]=52] NISTOl A st 27 A W2 oo,
(2) DSA <a1g]&ES AFg3iT),
(3) EaNT 7L E2A8 71X ).
(4) Schnorr W23 v FxE

(DKCDSA

@DSS

QFFS
@FE1Gamal
(®Signcryption

AR AR Sl WA AT Sste]l AWATL B gS wA e
el AANEE BYSHE Aol wEA Bastth, of A AHE AR E L

e =

ot X X
ol of

ERE

RRERE:

OO 00
4 d e

ofN ofN o UT mu

R
ol

19. ThS-© RSA AP o] sk Ado|tt. B 29

2915 Balo) ool g ol&w AAN ol
N=pPxQojx, P} U= & A2 250t}
@ @n=(p-Y+(q-1)

@ =77 ex= gcd(e, d(n)) =1

® n1y] d= exd=1modd(n)

20. SET®] 54 % shtb= olT A (dual signature) *2jolrt. o] WA ARESE ol FE HFE

A AR e A2

O A87t= A 2pe} R17Ee] diolH 71EAd S 3tatr] 9late

@ 28I E A2} 2ezte] HolE TS Aslstr] flEhe]

® AE7t= 2xA L] Fte FARE AdRle] B 4 gl stal &3 A87te AXAke] PR
=R O I P I R

@ A7 27t FE AFS Agstr] $ske]

© A_IE 2A2 e tE AR} 7Y ARE ko] B F k= 517] $lto
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21. Y5 FIP Bkl dis] 293 Aot v+ 5 25 49

v
)
D,
rlo
~

@D Anonymous FTP A®W]E +&T w /etc/passwd®] FTP userod]l:= A3 4 d+= 2 (Shell)S
A QA s gt

@ TFTP AulAE F2 tiad v S2E7F FEE of AR&5 2= TFIP AW T4 Al Setold
Eo F YHUEYE= AW FE HHEZRE A

@) FTP bounce attacke tgzrdh mlale] [PFA9 LEE AT 4= QL= 3 FIP F2ko] A
Ae] EAE ol &g a7 ol

@ FTP MH]~ 9]¢ thE An|A 7158 2o A~

® QFH3k FIPAH 95 flste] A5 wf yehvs 2729 wjyE AHA6HA
oA AMu|= FA FIP AW T/ HAES w755 g,

Aste] A

22. THE R719 HITP 2ok 5 ah4] Qe o] 83 HOPPA e ol e}

@ Secure HTTP ®H2
@ SSL(Secure Socket Layer) ®2]

@ IP Filtering= ©]&3F HAlo] w2
@ PGPE o]&3 WA
® Message DigestE o] &3+ Al&A} A5

23. AT F7](Cookie)7t ABY mte] AZF Aol At Roz e} L9 A§S AT
el gAdel A Fo7k 2 546 el 4BE A F Lved e AL

@ A7t FeoldEd m=g /S5, 9
k<l A

@ wtoles FEE 15T A5 A A4 A0S e 5 Ao
@ A9 TAE o8W A% AsAY BTl £BAR, AR, 44T A= 5

RS dopd & .
@ 39 JASAHARE @2 FIE T st2A A
® F71= AR el Sl AEIRS] HR o] o]

O #Airee Z;WA wWEZ (Flash Memory)e] BIOS W&} st=t]=9] HolHE wtyste= T4
S HAT

@ A3 7}53k vloly e F=91 "readme.exe"o] &9 S ¥dslal gt

@ oZEH HESY AY(FFEe)E §3l #A9E = 9o

@ 7A% Fo]AE+= Windows address bookoll U+ EE F4Z Nimda worms ¥3H3F email <

L
op g
ol
o
il

o
71
o
ul

(® Code Red 119} sadmin/IIS €eoll oJejAr] whsolx we

2
il

£ 2dste] DOSE HAAI7]7| % gt
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209

25. T < mail bombsell thst Aoz gufE A2

i

FAATL A B WAL wifE A
F g wl WAAE e A7lE A

4 e AYNA JuE FEA)E
G2l ob4 mpel A% HWate] FEA
oj 2]

o)
i AlzEo] MRS AX S

A7E A
171 A

37
-

Y, o e

D 249 Be Aol 2957, B Hgo] AW Ee FAFNES
@ dol¥l 9lo) S92 AEFOEA FASAE 5T + Urh,

@ dlolE Ao} st FAREIE AL DL gy WEe] W o] wS-
@ T A1E Axdel AgE 4F dolEe] BHe AP A o
® dolE flo] 3528 AATEY PHoE EZRAY dRw A9

27. Us T AAe-E 2ok HA

s
i
%o,
ol
Py
o
fl
=
)
By
2
)
poy
rlo
~

@ SSL, SSH
@ SEA, PGP
@ SSH, SET
@ PGP, PEM
® SSL, PEM

28. TFTP(Trivial File Transfer Protocol)el] thdl Amo=w E& AHL?
O FTPE.T} 71dhst Y EY A o] Z g A o] o]},

@ AFEAF S50 HQ gt}

@ HHAEYES HoFA] ol = FoA A3 4= T},

@ FTPAH & TCPE AM-&3HT}.

® A=9= glo] Al RAL A4S 5 AUk,
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29. HhgollA Adshe AR Hla AR & L7

"Bl Abe Qe ol Bt thl mule ¥4 PR P8 T A%

@ WAIA] FZAA (Message Integrity)
@ ™ AIA A=A (Message replay prevention)
@ AF&AF 915 (User Authentication)
C) S22} F-91 W] (Nonrepudiation of origin)

o+35 3} (Confidentiality)

30. TLS (Transport Layer Security) ] 7]¥ FZo|A = T4 Q47F opd AL T2V}

(D Handshake Protocol

@ Http protocol

@ Alert Protocol

@ Record Protocol

(® Change Cipher Spec Protocol

31, gL 23 vde F435t= ot F43 ddd Yo B AL A2AL

O " sdel Yi= From: Z=i= tiF-E 7pRolnR Al £},

@ Wdo] =AY AR [P F42E F9514 &},

@ WY Fyo] 9= Date: TE = Ix= Ay A AEO AZto]lmE FAFE EU)

@ =49 IP F42E ping? nslookup=S &&3le] s A]AHlo] HE [pE =X 14 [P

AR5 Rl davt gl
® o] 23 WAl DNS MH|AS o ST AEV} =42 47| 84 whoiseS &3},

rir

il

AUl o] &AL Q= PEZREELS 7l wdhdeod d@es] dolE o] A 9l
] A

TS Aol Fa sk Aol o IP spoofing®]Y+ IP sniffing®} #Z< Hol 34
YA HAe=d, ol& sty fg etz FAsh AL

-,
2 opy

@ SSL
@ IPsec
@ TLS
@ WAP
® IPv6
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33. the B W MMl 2718 BAeb7] SAste] Al S gt mRager

@D snort

@ webalizer

@ sniffer

@ CUSeeMee

® satan

34, e = F7] 719 E(Public Key Infrastructure)®l onE 714 2 zd3k 222
O 2E 45 dagFs AFEsH] fsiA WAl de g TNk x

@ AR dagFo S AslANE AeE e dAAATE dagE 7INax

@ 7] g dagFe] A& AFES HEiA ASAE T 7 e 7Nk
@ F5A ME ded F de 7Ivx

® A}

b o
D)

S 1SA B CRL BebAel AGEC] e PRI BRE F7F, A4 9 WAS Fs] 9

@ PMA
@ 0CSP
® LDAP

[H

36. SSL(Secure Socket Layer)2 UYl2FA|o]3X Alo| A 7fdsl T2 EZE A YA ndy=
ARES H3ehe 98 T2EFo|t;, SSLo A& E 4o 7&E3e] #AV 2 Adygd RAL?

@D 7|03 TZEZ ——- RSA
@ WAA 538} ——- DES
® YAE A -—— ElGamal
@ WA A FA4 -——- RC2
® a3 —— MD5
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LB ARFEE B 22 Axge] o Ae?

3= el=7] T (certification authority)

=7 (registration authority)

S FAE] Y3 tldEE (directory)
WAl (end entity)

o2 Fgsty] A A7 AN

_LIN_l :u: —ll'm Oll'l

38. #0795 A29e) AHe ofPrhm ezl FAY dolwe] 1 /ue Fx ot o
& F A 4B A2 1 29 AR RS BAV SwhEs A48 AL 1E
A9

7F. Rabin 3707] 945 - 22} Yo F(quadratic residue)®] A& AAE FA4)
th. RSA F707] &% - vid(Knapsack sum) Al

t}. ElGamal &717] 95 - o]2kt4~(discrete log) &4

2. B934 F7] 45 - AR (factoring) A

@® 4.
@ 7},
@ .
@ 7}
® 7},

L Rroon

39. SSL d=4o)a TREZA Auj7} So]dES] ¢
o] JAFAE Bul=d o] &5 E W= o)a WA= FUA7N

D Hello Request

@ Certificate Request

@ Certificate Verify

@ Client Certificate

® Server Certificate or Server Key Exchange

40. & = AR A B A% = SET (Secure Electronic Transaction) X =ZEFo| sl <o
< &34 &= AL FJAUP?

(D Change Cipher Spec Protocol 9] H<SF 7] A&
@ RSA9] H<eF 75 AlF

@ SHA-19] Het 715 A&

@ X.509 ver. 3& °]&3g F/M7I9]
® DESe] Hol 75 AlF

N
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41. Y& = FT

&S|
ol

7 b = vk~ F 4 (bounce attack)ol] e A ow S8 AL

@ FTP vk~ &2 (bounce attack)> 322+ 91/ (anonymity)s B & + ¢l
@ FIP vh-2~ &7 (bounce attack)> A|3¢] FIP AW E o] &3 &4 tiide >
&4 Wolnt,

@ Control connectione W T A~E9 data connection® Wi ST AEV) A} 22 HA3H
O~

A2 FTP A B 7} FTP v} &7 (bounce attack)ell o] &% % &S 4 v},
® FTP control connection®] 20 X ES} 7 dofyl X Eo]| AZAHE= AL WA|S= Z o] FIP
Hh-$- 2~ ¥4 (bounce attack)oll thdk o¥o] & 4= Qlt},
42. O3 T AAAY S AFstr] #1&l PGP, PEM 2 S/MIME 9] A|=®lo| A A 3-&lof
St HeE QAL FolA 29 WA TEe] A8 Jhestes LA dHEAdel e Ve T
A17}F?
O 7194~ AAS-H F227}F obd thE AL8AtEC] Y&S & 4 §lofof 3t}
Q@ A3 AAH AF T Ulgo] thE AEA e o&] EHAom HAEZA] rolof g},
@ A& 1% - AAS-HS AAz Bl A A7 Fdsfof gt

® dold F% - Fde| HolHE THE AAFBE FHE A3 Vet BAE FolE k.

43. Ther& IPSece] Al ZREFO] sh At tieh drelth. St A&?

O z2H-Ee S5-E e 1P Hrle desidt

@ w3 o ko] 1P HRlS ¢Est

Q@ @23 eks-g kel 1P ol did A AT 3 FEAE AHaE Aledy

@ T2 2k-g kel 1P Al dd A AT, FAA 2ga dEst Auas Ay
© Al ZEEZS ERATE RuoAquk ARRE I HY i s A8E ¢ gt

44 . Anonymous FTP R ot} #&st o5 Av 5 7P Hd31A] &2 A2

Anonymous FTP7} A|&-3l= v EZ Y Aol ~FFE ftp2 F°] Anonymous FTP H.<oF 3]
S A A Al
~ftp/etc/passwd TLolli= /etc/passwd QFe] Ak ALgx} A W 2= HHIF 5071

WES Fose] An AGA ALY wF AF5HE FA

®e ©® 6

Anonymous FTP7} #|&-3= td@Eg Y o tisias EH o]
tSo 2N FAH JheAdE ATt

® Anonymous FTP AR&A7F A1 A& 4= = ~ftp/etc HHAEZ = A2 Fd5s T4
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Handshake, Alert, Record Layer, Change Cipher

Apolel 1%
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48. SSL M.k

@ SSL



@ ZEto|AEGA A Holy 48 tH7] AL JHE A AFSA e E3H 3717
E o] &3t AW A tHsHA HAEHTt.
® doly o33}, 4], 4= 7152 Record Layer EREZo|A o] Fo] X},

49. PGP7} Algdh= Bl Muzel thek AW T A ' AL

@ CAST, IDEA, Triple DES9} #& Wha7] 435 duglEs ol&sto] A A njEAdS B3
by

@ AAM A FAAke] APElS 18] DSS, RSA 4E L FS o83 AAMY VS AF
sk},

@ A7l 45 dagFel AREEE AZI(AA7]) ngks 918 RSA TUH7] S Al =Elolut
ElGamel 7] A% <], Diffie-Hellman 7] 13 ¢aig]Fo] o] &),

@ PGP /W& 7158 kg 7] weks 9El PKI 7]k
SM71E o]-&3t

® PGPE H Qo w}a‘r ASAMB =, ¢

N

POI'
l >
r o
01|}J
12
fols
x
I
>
i
2
o
o
i

50. Apache §| WS SHASHA FAst7] 93 AAYHES AHE Aok, ZFxE A0

DocumentRoot &= /etc HHAEZ tal t& tHEZ R WA At

g MHE A ) root @7o] obd nobody A= ATt

A AW E AgsteE AR AAFoZ Zadlo] 3 LA REE Jete/passwd FIE AA3H
o},

@ "yHEY g2"o] B7H53ES Indexes AAS 2HA|8Fal FollowSymLinks™ A7 g},

® Apache WA} SJAA TFHE <F-olA AR ZEF ServerToken®|Y ServerSignature
£ o]&sto] A%,

®E e

51. Microsoft IIS 1 AWl igh Bt HAA F Zxe A2

O ddo] s He geiEy o9 BE yHELd '27] dAds dAsA F=v.

@ 118l o8 A3qd 4 = w<d(asp, .asa, .hta 5)°l 9] dPd 5 3= HITP va=
% GETS Al9gt B g3t WAt 2HAgt),

@ § AFolE 9 A= Administrators L o= G SITE.

@ 54 FauU HEYA did 1IS g5 75st=s dA .

® IIS 3k9] 484 5 5Za3 aihe AAsHA Fe=vh.
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52. SMIP g 8zel &2 Aabel] tigk A% F Axd AL?

@ MUA - MTAS} AR8ARZE QIE] o] 2~ Outlooke]t} /bin/mail F°l §

@ NTA - WY HAAE AFstar dg, dEshs 4TS TPt sendmail, MS Exchange 5]
9]

® MDA Hﬂ‘” Aol A ALEA WY a2 EAlStE 75 FsteE tEZQ d & procmail ol
9]

@ MUAoﬂH VAR mdE Bl o AFSHE 22

® "W AWelA MAZ WIS Bs u AE5
WS 110)0] Slrt.

EZ ol &3t

EZ2 SMTPol™ 25
= H3F 143)37 INAP(EE

T2 EZZ+= POP(

T E
i By
XE

53. TS AW EA v4 o FF ] B AH F AR H AL

O AHgRbE AF AMEYE BASAANE] 219 # 5

@ AHgAHE B 59 AWERE sk Aquag Be

@ ASAE SEAMOII vz 23S Aste] 2ae W
SxfEE g e,

@ AHgAE ATAMZRE B4 A7) 98 21e sl 9F e AL,

® AgAE BT $§ NS B2 o vk, €7 $Q AWZTE $EAMRE A

54. Y = FIP(File Transfer Protocol) AWl 7}l 4= = &4 st Aoz 717 4
FEA e AL pEAQ

@ FIP A <] v (banner) AXE A8 A o]g4d 4= r}.

@ FTPE] ""PORT"" W &H -2 FIP ¥}~ 32 (bounce attack)el] o]8E < Sit}.

@ FTPe] ""PASV"" WH 2 3|~ = HFE ¥ A(brute force) &40l o]&4 4 9},

@ FTP9] ""PORT"" WHe XE ~7J0d FZA(port scanning attack)el] o]&= < U},

® FTPe] ""PASV"" W2 dlol¥ sfo] &~ (data hijacking)ell o]-&2d < 3l

55. Y & FIP HES Zrsltslr] 9k weto] ofbd AL FAAR17E?

@D /etc/ftpusers® usenet, uucp, bin, daemons2 AlgS &7} 3sir),

@ ftp 24 - ftp AHl= HE 7155 FA8H7] f1elA Jete/inetd.conf] ftpdel ""-1'' A

F7F g

@ # vipw ¢ # vi ~ftp/etc/passwd HHE AFE35}le] 2FA S anonymous FTPE A4 %] gk},

@ /etc/ftpusers AH&3te] root AREAFE] ftp AHES E3] %)

® chmod 600 /etc/ftpusers HWHS o] &3slo] F7IAEIE root &FAT 231 & = JAEH 3

o
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56. ASAA T2 st Gost T2EFo] 25 AAF

Y,
rlo
~

(D Transport Layer - SSL
@ Session Layer - IPSec
@ Datalink Layer - PPTP
@ Datalink Layer L2TP
(® Datalink Layer L2F

57. Tha2 05713 (CA:Certificate Authority)ell ik Argojrt. &EH 2122

-

D AHgAL B AFAE W
@ Aol Wk AgRe) FA7] AFAE Axd,
@ Aol A7 9 A7) FANE ALl A ADET,
@ AFAS AFH AfAY JRE B s alolawﬂol%
® AEA AR AL ST AFA BFE A9 57Tl

o]

R

(@]
(0/¢]
)
lo
of
e
>

el 2

e

SRR

=

o,
o

ngd

@ WAH ol SR fel7 2 AxE = DA MES &7 AE e}
@ HA Al FaRke] Q7R A4bEE RSA AHS F7 dEet
© wA Al AL Ff7]1E ARE S INACMDS o] A¥E A dE st

@ AP RIS ARESHe] MAAE BE g gmgltete] A
® wAIA el SHA-T s+ b= Atk wA[A] gelAlAES g At

59. Y& % X.509 &7H71 Q1S A o] obd ALY

M7 Aol AEAR
77

M9 s YEhls BE
N7l Azt

A7l o& fAd A H

0O e e e
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60. AANZH FHRLx V5o e HRor FRE AL

@D Version X.509 EFo] <154 Bld He
@ Subject name <1&EA & }( Faal AR
@ Issuer name 154 EFAHIS7]H) HR

@ Signature algorithm parameters ZAPA o o]&% & F/7] daglE 34 &4 R
©® Signature HAAFRIFA] W&o g Root CAS] WA A} gk
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SIS 27 WEYIR

1. g % P ZREFS] 7)o ofd AL?

@O AR FAE-A] 7hssttt.

=
BT HA e

[)
@ A1¥gol
@ ¥ 143 (connectionless) 54 WAlo]t},
@ Y= Alo]Z(window size)E AT 4 AT,

® A4 dele Telt,

©®00e
e

21 2] (Bridge) 71%l ald=HE AL?

o
oo
of

m

skl the vlES e Ag .

—
=

B>
it

©eoe
me e R
éirﬂ

N rlt
N2 B tlo Mz

=)

> N

N
- ofje
)
Ll
223
rigt
%
v}

D Ao dol= 532l (octets) 2 74 AT},

@ Aol 74L& ©lolE 7} 48LElo]lal Ft] 7} 52 Elo|t},
@ A Fx2E5 7HAar 3l

@ =A ATAAE 48FHoZRE Aol o] F g},
® 1 ZHe] Zolx= 2HER FA R}



5. THe- DOS Bl ofdl WelolE AYA7 At

C:WDocuments and SettingsWAdministrator>?7?? 203.252.53.47
?7?7? 203.252.53.47 with 32 bytes of data:
Reply from 203.252.53.47: bytes=32 time<lms TTL=128
Reply from 203.252.53.47: bytes=32 time<lms TTL=128
Reply from 203.252.53.47: bytes=32 time<lms TTL=128
Reply from 203.252.53.47: bytes=32 time<lms TTL=128
?777? statistics for 203.252.53.47:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli—seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

@ ping

@ traceroute
@ date

@ netstat

® snmpwalk

6. & T 2H9-E

ot

O &% (console) ©]&

@ NMS(Network Management System) ©]-&

@ 74 Hnd(Virtual Terminal) ©]-&

@ TFTP(Trivial File Transfer Protocol) AHE ©]&
® WAP(Wireless Application Protocol) ©]-&

O HdE T FF sdg A2E o] &g},

@ WAIH S =2 point-to-point & AFTFZE =t}

® A= Aol @e ATkl Ay AFAAL A9 gl
CECEDIEEE ST

©® 4dol7b 21 A&AQ dolg dFol A gsict
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8. JAHY FolA AZ agh WS ol A=eta qlojA AT AreATe] 7 ag Ve

Alvigeta glok. v F w7l wdk Vel 54E AR AT A2 FoR

@ 7wk A B4 g A} A agk ] AE ddeha dHs e
el

@ AR wg WAL A7 FEHE wEolxl HelHE A w7y 544 Fio] mel Ade
SARRS dEste] $Aet= WAt

@ a7l algh @Al = Zeel dde], X.25, A dele] Fof aHh.

@ A Aol yAe] AZl waE 54, deld, 94 ¢ BE FHe AR Aol Agsiy

© g Szl wgh WA gl Hz: AN Aol s W gl

9. 252 <IEJ tEk olsl7h glolw AREAEE F9lshrI7h el Aldizh H3 v o

Bk QIEMle] 54 ol A ARE s aEAe.

@ dEUE ZE9 a‘r B2 745 dole 3ot

@ 9HUE FAsE o TREFE P9} TCP7F thEH o},
@ 1S09] 0SI 7A1% F=ol sk TCP
@
®

IRESS AlZE 4, [P ZEEFLS A= 301] 3l g3k},
AEIUA B Y EHAIS ’éi Adst= FAd = S-HY HO]Eﬂ o7} 2
Ao 7ol HAF F A [P =g xE 2AR gto AAE.
10. ©+3% ftp bounce scanning ° W&l wt=A A9 A FSi17})?

@ ftp tl=e] WS 2=70st7] 918 AFEET.

@ anonymous ftp 7} €#U=A& 2=70317] 9l&l AME-H ).
@ ftp e HMdA o] A= FHo] A=A &1sH7] ¢
@ Hul ftp AEATE H2ES] 98] ARg-HT.

® F2 3AAe] AEF SH5H7] AMEE T
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11, (GI A¥ Bek thale] tjg Amo] opd AL?

@ CGI Z=Z A 3}

@ FAJAAA =" Qe (GIE A A g},

@ AFEALY] HolEE v Zzamo) oz ALg)
@ Het Wdg H2ES =Y 2 s EEgit.
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@ Netstat WHo &
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@ IDSs+= insertion attack o 3

@ Misuse detection 22
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@ Anomaly detection HH2l&

2E 7|43k 1DS
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D Land attack

@ Session Hijacking attack
@ Ping of Death attack

@ Resource Starvation attack
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16. th 5 0 BEY wale) FHol ohd AL

D AYSEst A ow war,
@ Aol el waH,
® FHE Hopol A7 5 A
@ AEAE AFS T 5 A

® Al=E g0l AA =t

17. BaA7} ghoEle Ha] S2o] Ay "ol A Zof o= ZAlE Wizl o w, Alaa
J 9l Cisco BB WH oz HFsl ALo9

(D show access-lists
@ router rip

@ show ip route

@ ping

(® show process cpu

18. #9-E Rz Yrte dRle &x P & AAske FEYPEE oz #eH Ui UE
A4 SYN Flooding & &Z=IP & f1x3te] t& UEYAE F4s+= FHY 34& Adst

aA @ ) ol® AHYL stojok shi=r}?

@D egress filtering
@ black hole filtering
@ ingress filtering
@ as_path filtering
® Reflexive filtering
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@ Rt 7l5e Egtsta .
@ IPv6E= FUNRE, JYUANRE, HEINAE, BREEINAES X Y3},
@ IPNG %=+ IPng® Eg7|% 3},

® IPv6 54 &t 298 AdEEE FIANL 5 A=S AAEAG.
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25. e 2hp-Ee oW e dAsks AR

router(config)# line console 0
router (config-1line)# login

router (config-line)# password cisco
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® 35 Ao 7%

29. t+& % 7|7ME o]t (Gigabit Ethernet)ol gk Aoz 2w 239

@ 7]7HE o]yl I[EEE 802 91Y3lolA FFS Aostal Ut
@ A=A TP(Twisted Pair)E A& 4= v},

@ 719 oldyl ¥ 1% o]ty (Fast Ethernet)¥} &8-S o] FLE= AT},
@ AR sHFANES AT u 71 A lA ©]& 7hesttt.
5 CSMA/CDE AM-g-3ht}.
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36. Chee 2R il alE B Aol we W sl AAR WU wdl ¥

From help@aaa.com Wed Jan 6 01:51:51 1999
Return-Path: <help@aaa.com>
Received: from mail.rrr.com (mail.rrr.com.elias [xxx.xxx.xxx.xxx] (may be forged))
by aaa.com (8.9.1/8.9.1) with SMTP id BAA24672
for <help@aaa.com>; Wed, 6 Jan 1999 01:51:51 +0900
Received: from [yyy.yyy.vyy.yvyyl ([yyy.yyy.yyy.vyy])
by mail.rrr.com (8.6.12h2/8.6.9) with SMTP id BAA05012
for help@aaa.com; Wed, 6 Jan 1999 01:38:48 +0900
Date: Wed, 6 Jan 1999 01:38:48 +0900
From: help@aaa.com
Message-1d: <199901051638.BAA05012@mail.rrr.com>
X-Authentication-Warning: mail.rrr.com: Host [yyy.yyy.yyy.yyyl didn't use HELO protocol
subject: Mail Delivery Problems

Apparent ly-To: help@aaa.com

@D aaa.com
@ rrr.com
@ YYY.YYY.YVY.VYY
@ XXX.XXX.XXX.XXX

® #le

37. 52 attacker TAENA victim ABlol ACK 27ME 3
ATk, o7l A victim AWM E 525% FEI} AEEtA]
SEHE A () o Ade e FoAATR?

w o] tepump AIE HFA
Q=M victim oA E o]E A

%0, o

16:20:17.006389 eth0 < attacker.36217 > victim.525: . 3296924072:3296924072(0) ack
1081196972 win 4096

16:20:17.006473 eth0 > victim.525 > attacker.36217: ( ) 1081196972:1081196972(0) win 0
(DF)

DR
@P
@ .
@ S
® F
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Molv} ¥AE sty 9138 tepd flaggs 7o Z 54 top

O~
) 6]
B AP d 5 orh. the F Y %o So]ot(inbound) Eeiol s B P

@ SYN,FIN

@ SYN,ACK

@ SYN,ACK,FIN

@ SYN,FIN,RST

(® SYN,ACK,FIN,RST,PSH

39. & = Cisco @B oA Access-list HZ7}F 100-199¢1 7 -$-] &

==
ofl

ol
-
rir
P
flo

~

D IP standard access list

@ 1IPX standard access list
@ IP extended access list

@ IPX extended access list
® IPX SAP access list

40. Cisco ZFEOIA UF UEY I & 123.11.11.15 Aol tisle] 2E Telnet A4S b
stz & w ARESE 4= Qe WEe Fold

@ access-list 110 deny tcp any 123.11.11.15 0.0.255.255 eq 23
@ access—list 110 deny tcp any host 123.11.11.15 eq 23

@ access—list 10 permit tcp any host 123.11.11.15 eq 23

@ access—list 10 deny tcp any host 123.11.11.15 eq 23

(® access—list deny any host 123.11.11.15 23

41, o] A MEA] A MulL T shrfoltt. o= Ao &g d7}?

TCP/IP ZREFE TIFS o|&ste] QIEUCdA FXE #Hestr] Ag An|2=e] 7w TR EFo|
ot ol AL JAHYE FAlstaL #getr] fg 7EAQ S ATt o|AS S FEshe
IREREZS AESo 24 o]Fojx=dH, HAY doA #el:E SMI(Structure of Management
Information)®} MIB(Management Information Base)Z E3l o]Fo]xit},

[GMP
CM IP
SMTP
TFTP
SNMP

0O e e e
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o E GBI Slste]

HESA S5 wEA s47] 918k
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El

A &4

Fo0 RES 457 9la
uk7) 9] ahod

olEle] BEL Y] 9Ystel

. ICMPE o]&3] 224 U Alx=wle] 24

TATE?

3 ofng

Echo Request (Type 8)%} Echo Reply(Type 0)Z o] &
Exceed Request (Type 4)¢} Exceed Reply(Type 5)& o] &

Timestamp Request(Type 13)2} Timestamp Reply(Type 14)=
Information Request(Type 15)¢} Information Reply(Type 16)E o] &

e

i<l
pE4

o} 1.

i

s b

“

1
L

[e]

W

E‘é

ICMP Address Mask Request(Type 17)9} ICMP Address Mask Reply(Type 1

Aol Agat WHol 3

H
[
0

config terminal

service password-encryption
network 200.100.10.0 255.255.255.

show memor

enable

NONN

NN

1695 3Hs

timestampE
link-level 3HE
%x—lx] rLE7]_ 80

=2 3 2AE7J} hos

e 1
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46. Windows®] Tracert T2 1S [OWP TR EZZ T3t & u, AlLEHE HAXE 2n}

2A & A2 AL?

@D Echo Request Time Exceeded

@ Echo Request Destination Unreachable

@ Echo Request Echo Reply

@ Router Solicitation Router Advertisement
® Time Stamp Request Time Stamp Reply

47. TCP9] '3-way W=Alo]7] o] FHFH S ol &% &4 7|27
@ Land &4

@ Ping of Death &2

® Teardrop &4

@ SYN Flooding &4

® Smurf 37

48, Th&2 ojH FAof st
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ro
Y

~D

Source: 10.10.10.10
Destination: 10.10.10.10
Protocol: UDP

Src Port: 32767

Dst Port: 32767

UDP Flood Attack
Ping of Death Attack
SYN Flooding Attack
Land Attack

Ping of Death Attack
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Q@ Wy oIz 2 E 4

@ 2"rtEe} ¥RIE ylEeo} e 2un oy s HX| S},
5 zages waggelon 49

51. A8 el 3} AL Vb Servers] A%o] A wrke Age wa 47 Folh. vee o
) =
T T

T ABol A netstatWHS AA Aot o]AS B oHF yHoR

Proto Recv-Q Send—Q Local Address Foreign Address
State

TCP 0 0 155.131.44.3:80

123.12.85.123:1004 SYN_RECV

TCP 0 0 155.131.44.3:80

15.124.23.100:12 SYN_RECV

TCP 0 0 155.131.44.3:80

89.125.111.89:123 SYN_RECV

TCP 0 0 155.131.44.3:80

45.98.25.255:252 SYN_RECV

TCP 0 0 155.131.44.3:80

133.111.89.125:36 SYN_RECV

TCP 0 0 155.131.44.3:80

76.25.98.211:1024 SYN_RECV

TCP 0 0 155.131.44.3:80

176.12.1.129:1555 SYN_RECV

@ Smurf

@ Land

@ SYN Flood

@ Ping of Death

(® SSPin
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s AlzEe BASY F testehE AR E OEEedA doj2 A4 Exploit L9}
st wpeld ekl AT 4 ATk, o] Exploit stackel & Hojxl WEel HolE A}
o]=E 3 YHsto] RETE ol 29 ShellCodes Hdste FE=SITH

Buffer Overflow
Format String
Race condition
Brute force

GECETNCNS)

IP spoofing

EejaE @7} BolA Q= Ao} ZeloldES Beld F,
. FAAN SHAARA P 2 Fusiel AN A FAlAEAY A2ele

® 2 8
&

IP Spoofing
IP Sniffing
ARP Spoofing &4
ARP Sniffing &2
Trinoo 324

GECEENCNS)

(@2}
>~

SHeEolA AEse 2o dd Yo dxd e

g9 2 e

I L
) b
Buffered 2742 eh§-Ee] B¥o] 208 W7|=5 sk WHeR 7P ®ol ARE= 7o

Buffered 272 vl &9-Elo] Zaddokyt =18 013k 4= 9t}.
Buffered 2742 215 J4d 4 & &5 A7} 9
Syslog ZAL 218 &-$EHol Y7)A] &3l 556/tcpe

OO LOe

55. IP(Internet Protocol)o] ¥®el7|5S A&Fst7] $3te] IETF(Internet Engineering Task
Force)ol ¢J&te] ®F3be IPSECS] 7]%5°] obd A2

Ly THod ol o
off ox ok

Al
3+ (Key exchange)
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g--HE 8ot UEYA HLES A3etr] 9k MHOE access-listet A F&3HA ARE
3t 4 gl yHoaE ( ) ZEHolgt= Aol Q). o]& access-list®} W3 &
B WHAE O A AHE 5 el e 22 A5 AAs|EA. wHoF Al 2~H o]
4 HEYAE EUHPE T 54 ip v 54 dFdA HZAA A7t AAHAS A5
g ipE At s miW 7]E access-listE AL AFA ipE F7hste] At A
A MARE do] ofd = glrh. o] AE P2 ol A18d 4 & HWHo AAe= 5EAS &
A ip & ip g9l disty #9d HeolES AAsE WA L. gyk 5438 ip &
= ip theel tiEiM Nullolehs 71de] 2227] QIEjso]l 22 Hiljes to 2 sf7le] F4lo
HA FEE k= slott

Blackhole ZE ¥
Unicast RPFE o] &3t HEH
Ingress filtering
Egress filtering
Multicast RPF& o] &3k

i)

0O e e e

B

57. At Al 28 (Firewall)S AFEH HWEYAT dAdA HEYT H Aty FH 52 )
[CTNYe) E
[e)

2 GiEs AS Y] s iy dEAh ofF MEA Aol A 5F5S HdsH
Alshs AlaES it 7 AHFE o] & ek wio] obd AL FAQI?

@ &=7F o Bl wa) =g

@ 7 dde] x2e vetd = gln

@ dlold el wpelei vt BAE NS B Blo] ofEE

@ AHEA gt Mg B el wet R Tk

® AHe= oF3 logging H AHEA AT71E

Source Address
Source Port
Window Size
Layer 3 Protocol
TOS Byte(DSCP)

GECEENCNS)
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59. iptables: g E2oA] 7|EZ o2 ZE
H7] % iptables AW T £ AL oW 311A7}?

O dEiFAel wet wiA S F e 7sol Unt.

@ INPUT, FORWARD, OUTPUT chaing &3 7% e 7]5°] Ut}
@ nat HolES AF&3ste] #Zle] TOSH 55 AAE 4 At

@ 25" Aol 1P AR T0S#<S AAT 5= U},

© WstHE Faf ouE sfzle] FHF=A Y] VHES B,

60. 2HF-Eel ot 2 ACL S A4t &35 Qholl 52 = & 2= 4
Router (config)#access—list 115 deny ip 130.18.0.0 0.0.255.255 any ( )

Router(config)#access—1list 115 permit ip any any
Router (config)#interface FastEthernet0/0
Router(config-if)#ip ( ) 115 in

Router (config-if)#°Z

log-input, access—group
log-input, access-class
eq telnet, access—group

eq telnet, access—class

GRECHTNECNC]

any, permit
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@ Schnorr A 7%

@ DSA

@ KC-DSA

@ Fiat-Shamir A% 7|%
® Nyberg-Rueppel A9 7]H
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O ¥Yy] 453 dudFS 453 / Ha3 S0t wa

@ FN7] dzspgae 7]9 a7t §olsitt.

@ HE7] d%3 dauEFL 7] W Evt =
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©® FN7] dzst dagF2 719 dolrt Ak

6. T A2 Folo g A7}

A MEAL BAAA B 2T AFL
AEe 70T R
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@D PGP
@ RSA
@ MD5
@ SSL
® PKI
7. g2 4 g
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8. th&ell €78 AttE Foll Atz sty

@O R. L. Rivest
@ C. E. Shannon

@ T. ElGamal
@ 1. Einstein
® W. Diffie
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CPU utilization for five seconds : 3%/2%; one minute : 2%; five minutes: 2%
PID Runtime(ms) Invoked uSecs 55ec  IMin  5Min TTY Process

1 80 344071 0 0.00% 0.00% 0.00% O Load Meter

2 320 70615 1 0.00% 0.00% 0.00% O OSPF Hello

EAN

Fa2) o3RS 2F F 9 21

CPU utilization for five seconds: 28%/3%; one minute:24%; five minutes:7%
PID Runtime(ms) Invoked uSecs 55ec  IMin  5Min TTY Process

1 232 359182 0 0.00% 0.00% 0.00% O Load Meter

2 340 90615 3 0.00% 0.00% 0.00% O OSPF Hello

28 45991444 328773859 139 0.16% 0.04% 0.02% O IP Input
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2. T Apache 9 MM ZEIRS AAF F, A% PP D vk FAE fstel G
@45} httpd.conf el e FEES AT Helrh. 7 F5o] o oJuF A7
TG (Fe FARE )t A aas

Port
ServerAdmin
Timeout
PidFile
User ¢} Group

O = W DN =

A7}? 7heha| WAl Q.

[ LA

Aol oo EAE W 7Hsert? ol f=2

(3) Aok F3] Apololl A FAATE ARP 2FF ok AL 7S
&, A (ip:192.168.0.1, MNAC:A), <98](ip:192.168.0.2, NAC: B), &ZA=H(ip:192.168.0.3,
MAC:C)
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2. ofgfle] X 54 Welde] AHFS 5435k A¥olt.  Ethernet Frame Alo]=E 64 )
Ol|Eo A 1514 H}o]EZ}X] WslA]7|H PPSE 435 A} nlolE 47} 2545 PPS(Packet per
Second)®] FA|7} ¥il Frame Abo]l=7F 4% PPSgte] #e A& & & Adrk. wbH
Bandwidthi= Frame Atol=7F S5 gho] Avt. ol#fs @S dif-2o] Wsl¥dA] vehdtt.

old Aol A7IE olfE AW,

160 000 T T T T T T T 120
| 1 I 1 | 1 |
| 1 I 1 | 1 |
I 1 I 1 I 1 I
140000 f -\~ R B b R o ]
I 1 1 1 I _;_______\’___ + 100
—_ : : ___dl—_"-._-f——-—‘\-_ 1 |
@ 120000 f-----\7 oo P i iy i Rt bommmm e
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T 100000 -2 P (R (R S (R N g
° 1 I 1 I 1 I E
O 1 1 1 | 1 | =
2 ! : ! | ! | o &
W 80000 f-——-—— = N oo e - 60 2
5 | ! : | : | 5
o | 1 1 | 1 | 2
I 1 1 I 1 I -U
£ 60000 £ oo e NG o e b S g
2 1 40
g | : : | i | “
©
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o l H | ! ] l
| 1 1 | 1 |
| 1 1 I 1 | + 20
20000 f ===~ Rt CEEREES b e UDEEEE o oeees oo
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0 + } } } + } + 0
64 128 2586 512 768 1024 1280 1514
Ethernet Frame Size
pps = == -= Bandwidth (Mbps)

3. T 3 AP AA 2" (snort)oll BAE 215 HoFaL .

(1) 208 B3, g4°02 9A4 olf= F3UA 2714 o]#f& drgset.
(2) obzel o3t MAS AT 5 = WS FALA M st

10/29-19:33:32.232372 68.127.38.3:23 —> xx.yy.200.17:23
TCP TTL:31 TOS:0x0 1D:39426 IpLen:20 DgmLen:44

wexx4SF Seq: 0x638CECE1Ack: Ox1DB99ES3Win: 0x404Tcplen: 24
TCP Options (1) => MSS: 536
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